IMAMSATKA
1o 0e30MaCHOCTH MPH MCNOJIL30BAHNHU YIAJEHHBIX KaHAI0B 00cayxuBanus ITAO Coepoank

Br1 npucoeaunmnuce x JforoBopy, B paMkax KOTOPOTO KiMeHTaM baHka mpenocTaBiseTcs BO3MOXKHOCTh
COBepIIaTh OINEpalMy M TOJydaTh WH(OpPMANHIO MO cYeTaM dYepe3 YJaleHHbIe KaHAIbl OOCTY)XHUBaHUS, K
KOTOPBIM OTHOCSITCA:

- YcrpoiictBa camoobciyxuBanus banka,
- COepbank Ownaiiy,

- SMS-6ank (MoOUIbHBIM OAHK),

- Konraxthsiii Llentp banka.

Br1 nMeeTe BO3MOKHOCTh YCTAHOBUTH OTPaHUYCHHUE TOCTYIMHOCTH (BHIUMOCTH) CUETOB, KOTOphIe BoI He
XOTHTE UCTONB30BaTh B Y TAICHHBIX KaHANaX 00chyxuBaHus. OrpaHHYCHHE MOXKHO YCTAaHOBUTH OT/ACIBHO JIJISI
KKIOr0 W3 KaHaJoB: IJIsl YCTPOWCTB camooOcmyxuBaHus banka, mns COepbank OwnmaiiH (B TOM dmcie
OTACTBHO TSI MOOMITBHBIX IpUitoskeHui) 1 SMS-6anka (MoOunbHOro 6aHKa).

Y CTaHOBUTH WM M3MEHUTH MIEpeUeHb JOCTYIHBIX cueToB Bbl Moxkere kak yepe3 Coepbank Onnaita (1o
BCceM cueTam), Tak u B ytob6oM [lonpaznenennn banka Ha TeppuTopun 0OOCITY>KMBaHHS COOTBETCTBYIOLIETO
JI0TOBOpa (TOJBKO M0 CYeTaM BKJIAJOB).

[IpaBuiia noap30BaHus Y JaJicHHBIMU KaHaJIaMU O0CITy>KWBaHUs OIpeieieHbl B [loroBope.

Hcnonb3oBanne  YaaneHHBIX  KaHWIOB  OOCHYXKMBaHUS  CONPSDKEHO € PUCKOM  IOJMYYEHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyNa K KOHQUACHIUATbHON nHpopMannu KimeHTa u ocyliecTBICHUS IEPEBOIOB
JIEHEXKHBIX CPEJCTB CO CUETOB HEYIIOJIHOMOYECHHBIMU JIMLIAMH.

K xondunernnansaoi napopmanuu Knrenra otHocuTcs:
- wmHpopMaIus 00 OCTaTKax JEHEKHBIX CPEJICTB Ha CUETAX;
- uH(pOpMAaIH O COBEPILEHHBIX MEPEBO/IaX ACHEKHBIX CPEJICTB;

- wuH(popManus, coaepkamascs B odopMieHHBIX Bamu pacnopspkeHHSX Ha TEpeBOJ JICHEKHBIX
CPEICTB;

- wuH(popMmanus, HeoOXoaumasi AN ynocTtoBepeHus: KiMeHTamu TpaBa pacropsDKEHHs JIEHEKHBIMU
CpelcTBaMU, B TOM YHCJIE JaHHbIE JlepaKaTesen KapT;

- wmHbOpMAaIUs OTPaHUYCHHOTO JIOCTYIa, B TOM YHCJE NMEePCOHANBHEIC JJAHHBbIE U WHAs WH(OpMAaIIus,
mojJiexaniasi 00s3aTeNbHONM  3allliTeé B COOTBETCTBUM C 3aKOHOJATENhCTBOM Poccuiickoit
deneparyu, obpabaTbiBacMas IPH OCYIIECTBICHHN TIEPEBOIOB IEHEKHBIX CPEJICTB.

Hwxe npuBenensl pekoMeHIyeMble baHKOM Mepbl TI0 CHHKCHHIO PUCKOB  IIOJyYEHHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYIa K KOHGUASHIIMAIbHOH nH(opMarnu KinenTa.

Iomuute! Tlepenaua kapThl WM ee pekBu3uToB, Jlormna (UneHTtudukaTopa moJib3oBaTels),
IHocTtossnHoro maponas, OnHopa3oBbix mnapoJgeii, KountpoabHoii uHpopmanumm u Koma kiauenra,
NMpeJHA3HAYECHHBIX JJIsl JOCTYNa M NMOATBEPXKICHUS onepanuii B YJAaJeHHbIX KaHAJax 00CJTyKHBAHUI,
apyromy Juumy (B ToM 4uciae padoTHHKY banka) o3nadaer, uro BblI mpenocrtaBisieTe BO3MOKHOCTH
APYTUM JMIaM NPOBOAUTH ONEPAIUH 10 cHeTaM.

[Ipn nr00BIX TOHO3pEeHMSIX Ha MomeHHH4YecTBO (ecnmu Beri momyunnmu  SMS-cooGuenue/Push-
yBeoMiIeHne oT baHka mo omepauuu, KoTopyto Bbl He coBeplasii WM OHO BBI3BIBAET JIIOOBIE COMHEHHS H
oTIaceHusl), CemyeT He3aMeIUTeasHO o0paTuThes B KonTakTHeIM LlenTp banmka mo HoMepam TenedOHOB,
yKa3aHHBIM Ha 000pOTHOH cTopoHe KapThl 1 Ha OdunmanisHoM caiite banka:

+7 (495) 500-55-50
8 (800) 555-55-50

a Taoke ¢ MoOubHOTrO yeTpolicTBa, Habpas Homep 900.

[Ipu oOpameHun 10 yKa3aHHBIM HOMEpaM Telle()OHOB TPOUCXOIUT COCIUHEHHE C CHCTEMOU
aBTomMaTu3upoBaHHoro obciyxuBanus (IVR). s coemnHeHUs C JIMHUEH, MpeAHa3HAYCHHOW IJIs Tepemaadu



cooOmieHust 00 yrpare KapThl WIM O MOJO3PEHHHM Ha MOILICHHUYECKHE ACHCTBHS, HEOOXOOUMO B TOHOBOM
pexxume Habpath Tudpy «1».

[MonpoGHas uHGOpPMaLKS 0 crTOcCO0axX MOILICHHHYSCTBA U MEPax 3alluThl pasMeineHa Ha OduinaibHOM
caiite baHka.

Mepbl 06€3011aCHOCTH NIPH UCIOJIL30BAHUU KAPTHI

XpaHHTEe CBOIO KapTy B HEAOCTYITHOM ISl OKpYXaromux Mecte. He mepenaBaiite KapTy U ee PEeKBH3UTHI
JIpyroMmy JUIly, 3a UCKIIOUEHHEM TpojaBlia (kaccupa). PeKoMeHyeTcsl XpaHUTh KapTy OTACIbHO OT HAJTHMYHBIX
JICHET ¥ IOKyMEHTOB, yIOCTOBEPSIOIINX JTUYHOCTh, 0COOCHHO B MOE3/IKaX.

Bo m306exanme MOIIEHHHMYECTBA C HMCIONB30BaHWEM Bameit kapTel TpeOyHTe MpOBEAEHHS OMeparfii ¢
KapToi ToIpKO B BaiieM mpucyTCTBUU, HE MO3BOJISINTE YHOCUTH KapTy U3 mojs Barero 3peHust.

He mpucnymmBaiitech k coBeTaM TPEThUX JIMII, & TAKXKE HE MPUHUMANWTE WX MMOMOIIL TPU MPOBEACHUN
omeparwii. [Ipu HEoOXoamMocTn oOpatuTech K coTpynHukaM B llompasmenennn baHka wiiy TO3BOHUTE MO
HOMepaMm TeneOHOB, YKa3aHHBIM Ha YCTPOHCTBE camMOOOCITy)XKMBaHHA WIIM Ha OOOpPOTHOH cTOpoHe Barmei
KapThl.

Bo u3bexanue wucmonb3oBaHusi Bamreir kapTel TpethuM nuiioM xpanure IIMH oraensHO OT KapThl,
WCKITIOYMB OJHOBPEMEHHBIH JOCTYI K HUM (HampuMmep, B ogHoM OymakHuke), He nummre [I1H Ha xapte, He
coobmaiite [IMH apyrum numam (B TOM 4ucie poiacTBeHHuKam), He BBomute [IMH mpu paGorte B ceTtn
Hurepuer.

Hu npu kakux oOcrositesibeTBax He coo0maiite cBoii [IMH HukoMy, BKIKYAsi COTPYIHUKOB
Banka.

Meps! 6e3onacHocTu npu padore B Coepoank Ouiaiin

Jlnst Bxoma B Coepbank Onnaitn Bam HeoOxomaumo BBecTr Jloruu (MmeHTHUKATOpP MOIB30BATENS) U
[TocTosiHHBIN Mapoib, IOMOJIHUTENBHO MOXET BBOAMTHCA OJIHOpPA30BBIA Mapoib (€cad AaHHAs OMNIUA
npenycMoTpeHa Bamu mpu HacTpoiike «indHOW crpaHunb»). Jns Bxoga B Coepbank OwnnaiiH He TpeOyercs
BBOJWTH HUKAKOH Mpyroil nHpopMaIuu (3a UCKIIOUEHHEM CITy4as IepBOHAYaIbHON peructpanuu B COepOaHK
Omutaiin Ha OdununanbHoM caiite banka, xornma s nonydeHus Jloruna (MpeHtudukaropa monb3oBartens) u
[ocrosiHHOTO Tapons TpeOyeTcsi BBECTH HOMEp JEHCTBYIOIIEH OaHKOBCKOW KapThl (KpOME KOPIOPATUBHBIX
KapT)).

Buumanue! Ecom nns Bxoma B COepbank Ownmaiin Bam mpennaraercs BBecTH J100YI0 JAPYIyIO
MEePCOHAIbHYI0 MH(POPMAIMIO WIK JIONOJHUTEIbHBIC TaHHbIC (HOMepa Kapt!, HoMep MOOWIBHOrO TenedoHa,
KontponbHyto uH(OpManMio WM Ipyrue JaHHBIE), STO yKa3blBaeT HAa MOIIEHHWYECTBO! B Takux ciydasx
HEO0XO0IMMO HEMEIJICHHO MPEKPaTuTh ceanc padboTsl B COepbank OHalH U CpoYHO 0OpaTtuThes B baHk.

Bank HuKoraa He 3ampammBaeT MAaPOJH JJIs1 OTMEHBI onepanuii nin mabnonoB B Coepbank OHaiiH.
Ecnn Bam mpeanmaraercss BBECTH MapoJib Ui OTMEHBI OINepalvy, B TOM 4YHCJIe M TOH, KoTopyio Bbl He
coBepuany, Bam HeoOxoanmo npekpatuTh ceanc padoTsl B COepbank OHaiiH U cpoyHO oOpaTtuThes B baHk.

ITpu monydenun ot banka Ha MobOuibHOe ycTpoiictBo SMS-cooOrienus w/uimu Push-ysemomienus c
OaHOPA30BBIM MapoJieM BHUMATEIbHO O3HAKOMBTECh C HMH(GOpPMAIMe B COOOIICHUU/YBEIOMIICHUU: BCE
PEKBH3UTHI ONEpallii B HaNpaBICHHOM BaM COOOLICHNH/YBEJOMIICHUH JIOJDKHBI COOTBETCTBOBATh TOM
oreparnuy, KotTopyto Bel codnpaereck coBepimnTb. Tosbko mocie Toro kak Bel yoenumice, 4to nHGpopManus B
aToM SMS-coob6miernn/Push-ysenomineHrn KOppeKkTHA, MOYKHO BBOIAMTE ITaPOJIb.

Hcnonp3yiite TONBKO HanexHble W npoBepeHHble Toukn Wi-Fi. He pekomeHmyeTcs MOAKIIOYATHCS K
MOMYJISIPHBIM M/WIK OecIiaTHBIM ToukaM jgoctyna Wi-Fi, eciiu Bel He yBepeHBI B JOCTOBEPHOCTH UMEHHU TOYKH
nocryna. Obpamiaem Bamie BHuManue, 4to To4uku noctyna Wi-Fi, 11 moakiIroueHns: K KOTOPbIM He TpeOyeTcs
BBOJ| MAapojisi, MOTYT TPEACTABIATh TOBBIMIEHHYIO OIIACHOCTh B CBS3M C BO3MOXKHBIMH JEHCTBHSIMHU
MOILIEHHUKOB, HAIIPaBJIEHHBIMHU Ha MOJIy4YE€HHUE JTOCTYyTA K Balmm nepcoHanbHBIM TaHHBIM.

IHomuuTe! BBoasi OnHopa3oBblii napoJb, Bel 1aéte banky pacnopsizkeHue o NpoBeeHUHU oNepaliu
¢ yKa3aHHbIMH B SMS-coo61mennn/Push-yBe1oMiieHUH peKBH3HTAMM.

Hun npu xakux o6crositesqbeTBax He coodmaiite Ilocrosinablii 1 OnQHOpa3oBbIe MAPOJIM HHUKOMY,
BKJIIOYAsl COTPYAHNKOB banka.

! VkazaHne HOMepa KapThl TpeOYETCs TONBKO TIPH MEpBOHAYaNbHOM peructparmu B Cucteme «Coepbank OHmaifm.



B cayuae yrepu wim kpaxu ueka ¢ Jlorunom (MaentuduraropoM mnosb3oBatensi) u [1ocTOSHHBIM
naposiem Bam cnenyer HesamenmutensHO oOpatuthes B Konraktaeiii LenTp banka.

[Ipu pabore ¢ Coepbank OHaiH Bcerja MPOBEPSHTE, YTO YCTAHOBICHO 3alUIICHHOE SSl-coenHeHue ¢
oburmansupivu  caiitamu  (https://esk.sbrf.ru, https://online.sberbank.ru). B okHe Opay3epa DOMKHO OBITH
n300pakeHne, 0003HAYANOIEe HAIMUME 3alUIIICHHOTO COCIUHEHMsSI, KOTOPOE OTINYACTCS B 3aBUCHMOCTH OT
Opaysepa. Hampumep, B 6paysepe Microsoft Internet Explorer B mpaBoit yacTu agpecHO CTPOKH pacIoiaraercs
JKEITBIN 3aMOYEK.

He mnonesyiitece COepbank OwnnaitH uepe3 MHTepHeT-0003peBaTens MOOHIBHOTO YCTpOWCTBa, Ha
KOTOpBIH TpuxoaiaT SMS-coobmenus/Push-yBenominenus ¢ noarsepxkaatomum OnHOpa3oBbiM mapoieM. s
MOoOWIBHBIX yCTPOWCTB CYIIECTBYIOT CIIEHMANBHO paszpaboTanHble bankoM MOOWIBHBIE MPHUIOKEHHS.
[NonyunTts nHPOpMaLUIO 0 TaKUX MOOWIBHBIX TPUIIOKEHUAX baHka U cmocobax Mx ycTaHOBKK Bbl MoxkeTe Ha
OdunuansHoM caiite banka.

Jns  uckiarodeHus KoMmmpoMeranuyd Bamre#t  ¢dwHaHCOBOW HWHGOpManIMM W XWINCHUS CPEACTB,
HACTOATENbHO HE pekoMeHayeM Bam momkimiodate K yciayram banka HOMepa TenedoHOB, KoTopbie Bam He
MIpUHAJICHKAT.

[lomp3yiiTech AOMOMTHUTENBFHBIMA BO3MOXKHOCTSIMH (COepOank OHIAH 1O TOBBIIIEHUIO YPOBHS
oesonmacHoctd  (SMS-undopmuposanne/Push-ysenomnenus? o Bxome B COepbank Omuaiin, HacTpoiika
BUIUMOCTH KapT W mp.). Jns HacTpoiiku ucnonw3yiite meHto «Hacrtpoiikny», nanee pasmen «Hactpoiiku
0e30macHOCTHY.

He ycranaBnuBaiite Ha MoOMWIbHOE yCTpOMCTBO, Ha KoTopoe bank ormpasisier SMS-coo6enus/Push-
YBEAOMJICHHA C MOATBCPKAAIOIINMU OI[HOpa?,OBBIMPI napoJjsiMu, MPUJI0XKCHHUA IO CCbUIKAM, MOJYYCHHBIM OT
HEeM3BEeCTHBIX BaM MCTOUYHUKOB.

[MomuuTe, uto BaHk He pacchUIaeT CBOMM KIIMEHTaM CCHUIKM WITH YKa3aHUsI Ha YCTAaHOBKY MOOGHIBHBIX
npuitoxenuit gepes SMS/Push/MMS/e-mail—coobrerus.

Ha MoOunbHBIX ycTpoiicTBax, KoTopbie Brl ncnonesyere s gocryna k Coepbank OHmnaiiH:

® HCIOJIB3YHTE COBPEMEHHOE AaHTHBHUPYCHOE NIPOTpPaMMHOE OOeCIedeHHe W CIIEAUTE 3a €ro
PEryJISpHBIM OOHOBJICHUEM;

® DEryJSIpHO  BBITNIOJNIHAHTE AHTUBUPYCHYIO TPOBEPKY JUIS CBOEBPEMEHHOTO  OOHAapyKEHHs
BPEJOHOCHBIX IIPOrPaMM;

® CBOCBPEMCHHO YCTaHaBHHBaﬁTe OOHOBJICHUS OHCpaHHOHHOﬁ CHCTCMBI, PECKOMCHAYCMBbIC
KOMITaHUCH -IIPOU3BOJUTCIIEM

® WCIONB3yWTE JOIMOJNHUTENHFHOE JHUIIEH3MOHHOE TMpOorpaMMHOE oOOecrieueHue, IMO3BOIISIONIEe
MOBBICUTh YPOBEHb 3aluThl Bariero MoOWIBHOTO YCTpOMCTBA — TMEPCOHAJBHBIE MEKCETCBBIC
SKpaHbl, IPOrpaMMbl IOUCKA MIMUOHCKUX KOMIIOHEHT, IporpaMmbl 3auThl 0T «CITAM»-pacchuiok
U mp.

3aBepmieHrie padotel ¢ COepbank OHNAWH BBHIMONHSNTE MyTeM BbIOOpA COOTBETCTBYIONIETO ITyHKTA
MEHIO.

Mepbl 6e30nacCHOCTH MPU padoTe ¢ Y cTpoiicTBAMH CaM0O0OCTyKUBAHUS

IIpu npoBenenun omepauuu ¢ BBoaoM IIMHa BCEI'JIA npukpbiBaiiTe KJIaBHATYPY, Hanmpumep,
cBO0OTHOM PyKOii. DTO HE MO3BOJIUT MOIIEHHUKaM yBHuIeTh Bam ITMH nnu 3anucate ero Ha BUgeokaMmepy.

3aMKM JOoCcTyma TI0O KapTaM B CICIHaJIbHBIC ITOMEIICHHS, TJ€¢ YCTaHABIMBAIOTCS Y CTPOMCTBA
caMo00CITyKHBaHUs, HEe TOJDKHBI TpeOoBaTh BBoja [1MHa. Ecim s npoxosia B nomemnienue ot Bac tpeOyercs
BBectu [IMH, ne nenas sroro, obpartutech B bank. Eciiu Bel paHee mbITaMch BOCIONB30BATHCS MOIOOHBIM
YCTPOWMCTBOM, peKoMeHayeM Bam cpodHO 3a0OKMpOBaTh KapTy, TO3BOHWUB [0 HOMEpaM TelIe(OHOB,
YKa3aHHBIM Ha YCTpOWCTBE caMOOOCTY>KMBaHUS WM Ha 00OpPOTHOW cTopoHe Barmreil xkapTel, OOpaTHUBIINCH B
KonrtakThsiii nenTpa banka, He3aBUCUMO OT TOTO, HOMYUYWIHN K BBl JOCTYN K yCTPOICTBY WU HET.

Jo mnpoBeneHus omnepanuu B YCTPOMCTBE CamMOOOCTYXKMBAaHHSI OCMOTPUTE €ro JIMLEBYI YacTb, B
YaCTHOCTH, IOBepXHOCTh Haj IIMH-knaBuatypoil M yCTpOHCTBO i INpuUeMa KapTel B Y CTpOMCTBE
camooOcyxuBaHus. B 3THX MecTax He JOIDKHO HaXOIWUTHCS MPHUKPEIUICHHBIX MMOCTOPOHHUX MPEIMETOB HIIN
pexnaMHbIX OykieroB. [Ipy oOHapyKeHHH MOA03PUTENBHBIX YCTPOUCTB, IPOCHM HE3aMEAJIUTEIbHO COOOIINTh

2 HpI/I HAJIMINHN TEXHUIECKON BO3MOKHOCTH.


https://esk.sbrf.ru/
https://online.sberbank.ru/

00 stom cotpyanukam lloppasmenenus banka, oOciry>KUBaromuM Y CTPOMCTBO CaMOOOCTYKUBAHUS, MU TI0
HOMEpaM Tenle()OHOB, YKa3aHHBIM Ha YCTPOHCTBE caMOOOCIYKHMBaHHS WIM Ha OOOpPOTHOH cropoHe Bareit
KapThl. Onepanuio ¢ UCTIOIb30BAaHUEM KapThl JUIS TOMY4YEHHS HAJIWYHBIX B Y CTPOHCTBE caMOOOCTYKUBAHUS B
JAHHOM CJIy4yae IIPOBOJUTH HE CIEAYET.

He mpumensiite ¢uszuyeckyto cuiny, 4ToObl BCTaBUTh KapTy B YCTPOWCTBO camooOciyxuBaHus. Ecnn
KapTa He BCTaBIISICTCA, BO3AEPKUTECH OT UCIIOJIb30BAHUS TAKOTO Y CTPOHCTBA CaMOOOCTyKUBAHU.

[Ipu mpreme 1 Bo3BpaTe KapThl OAHKOMATOM HE MBITAWTECh YCKOPUTH MPEPHIBICTOE NBIKEHNE KapThl B
KapTonpueMHHKe. HepaBHOMEpHOE NBUKCHUE KapThI SBISETCS HE COOEM, a HEOOXOIUMBIM CPEIICTBOM 3aIHUThI
Bameli kapTbl OT KOMIIPOMETALIUH.

Buumanue! He coBepmaiiTe Ha YcTpoiicTBe caM000Cay:KHBAHUSI HUKAKHX onepauuii mo
YKa3aHUSM NOCTOPOHHMX JHI, MOo3BOHMBIIMX BamM u mnpeacraBuBmuxcs padornuxkamu banka wunm
APYTUX OpraHu3anuii.

Mepnbl 6e3onacHocTH A1 SMS-6anka (MoOWIbLHOTO 0aHKA) U
Mo0OniabHbIX puJokeHnil banka

[Ipu yrpare MOOWIBEHOTO YCTPOHCTBA, HCHOIB3YEMOTO C aOOHEHTCKUM HOMEPOM MOIBHKHON
paaroTeneOHHON CBS3M, Ha KOTOPBIH mpeaocTaBieH AocTyn K SMS-6anky (MoOwipHOMY 0aHKY) WM Ha
KOTOpOe yCTaHOBJIeHO MoOmibHOe mpuiioxenue banka, Bam cienyer cpouHo 0OpaTHTECS K CBOEMY OIepaTopy
coTOBO# cBs3u At OnokupoBku SIM-kaptel u B Konraktaeiii Lientp banka ans npuocranoBku aeiictust SMS-
Oanka (MoOwmnbpHOTO OaHKa) 1/miu OJI0KHPOBKH noctyrna B Coepbank OHmaiH.

[Ipu cmene Homepa TenedoHa, 3aperuCTPUPOBAHHOTO I focTyna K SMS-6anky (MobOuinsHOMY 0aHKY),
BaMm HeoOxoauMo He3aMeINTeTbHO 00paTUTHCS B BaHk U cOOOIIUTE O CMEHE HOMepa.

[Ipu BHE3amHOM mnpekpameHnu paboTel SIM-KapThl HEOOXOIUMO CpPOYHO OOpaTHTBCA K CBOEMY
OlepaTopy COTOBOM CBSI3M 3a YTOYHEHHEM IIPUUMH — B OTHOIIEHHHM Bac BO3MOXHO MpOBEACHHE
MOILIEHHUYECKUX AEHCTBUM TPETHbUMU JTULAMH.

[Ipu moakmovYeHUN (perucTpanui) HoMepa TenedoHa ais goctyna Kk SMS-6anky (MoOunsHOMY OaHKY)
o kapre, Bam cTtaHoBHUTCS 10CTyITHA BO3MOXKHOCTB IIEPEBO/A ICHEXKHBIX cpelcTB ¢ Bamero cuera nebeToBoit
KapTel B ajipec (PM3MYECKHX JIMI, a TaKKe OIUIaThl YCIYT IOPHIUYECKUX JIHMI[ IMOCPEICTBOM 3ampocoB. Bl
MOJXKETE OTKJIIOYUTh JIAHHYIO BO3MOXKHOCTH B JIt00O€ Bpems, oripaBuB komanay «HOJIby Ha HomMep 900 wiun
obOparuBmuck B Konrtaktasiii Llentp banka.

Bynpre BHUMaTENbHBI — HE OCTaBISNTE cBOe MOOMIBHOE YCTPOICTBO 0€3 IPHUCMOTpa, YTOOBI HCKITIOYHTh
HECaHKIIMOHUPOBAHHOE UCIOIb30BaHne SMS-0ank (MoOuIbHbI 0aHK) 1 MOOMITBHBIX TPHIOKEHHH baHka.

Hcnonb3yiite TONBKO OduiManbabie MoOHIbHBIE TPHIOKEHHsS baHKa, JOCTYIHbIE B O(HIMATBLHBIX
MarasvHax MPHUIIOKEHHH MPOU3BOIUTENeH MOOWIbHBIX minardopMm. OO0s3arensHO yOemuTech, YTO B IMOJE
«pa3paboTunK MOOMJIBHOTO MpUIIOKEeHU» yka3an [IAO CoepbaHk.

CBOEBPEMEHHO YCTaHABIMBANTE JOCTYIHBIC OOHOBICHHUS OIEPAIIMIOHHON CHUCTEMBI M TPHUIOKCHHUN HA
Bame MoGunbHOe ycTpoiicTBo. Vcmonb3yiiTe aHTUBHPYCHOE MPOrpaMMHOE obOecriedeHue isi MoOMIBHOTO
yCTPOICTBa, CBOEBPEMEHHO yCTaHABIMBANTE HA HETO OOHOBIICHHSI aHTHBUPYCHBIX 0a3.

He ycranaBnuBaiiTe Ha cBoe MOOUIBLHOE YCTPOMCTBO HEIMIICH3MOHHBIE OINEPAIMOHHBIC CUCTEMBI, TaK
KaK d3TO OTKJIIOYAeT 3al[UTHBIE MEXaHW3MBI, 3aJ0KCHHBIC IPOU3BOJMUTEIEM MOOWILHOW IaTdopmbl. B
pe3ynbrate Bame MoOmIsHOE yCTPOHCTBO CTAHOBHUTCS YS3BUMBIM K 3apayKEHUIO BUPYCHBIMU IPOTPAMMAaMU.

He mnepexomure 1o cChUIKAM M HE YCTAaHABIMBAaWTE NPUIOKCHHS/OOHOBICHHUS OE30MaCHOCTH,
npumeamue B SMS-cooOmennn, Push-yBegoMiieHUr Wiy 1O 3JIEKTPOHHOHM TOYTE, B TOM 4YHCJIE OT WMEHH
Banxka.

VYcranoBure Ha MOOHIBHOM YCTPOMCTBE Mapoiib JUIA JOCTyNa K YCTPOMCTBY, JaHHAas BO3MOXKHOCThb
JOCTYIHA AJIs1 JIIOOBIX COBPEMEHHBIX Mozesieli MOOMIIBHBIX YCTPOUCTB.

He wucnone3yiite MoOWIbHOE YCTPOMCTBO Ui IOCTyNa K IMOJHOPYHKIHMOHAIbHOU Bepcuu COepOaHk
OmutaiiH, IS 3TOTO CYIIECTBYIOT CHEIMATU3UPOBaHHbIe MOOMIEHBIC TPUIIOKEHMS, pa3paboTaHHbIe baHkoM.

3aBepaiite padoty ¢ MoOWIbHBIM HpuiIoKeHHeM baHka yepe3 3aBeplieHHE ceccud (IO KHOIKE
«BvIxony).



3ammra or SMS/Push-momennnuyecrsa

Morennudeckue SMS-coobrenust/PUsh-yBeoMIeHus, KaKk MPaBUIO, MHOOPMHUPYIOT O OJOKHPOBKE
0aHKOBCKOW KapThbl, O COBEPIICHHOM TIEPEBOIC CPEJICTB WITH COACPIKAT APYTYI0 HHPOPMAIIUIO, TTOOYKIAFOIIYIO
MEepPe3BOHUTh Ha yKa3aHHbli B SMS-coobmennun/Push-ysenmomnennn Homep TtenedoHa Ui yTOYHEHHS
uHpopmanun. [lepesBonuBmiemy KimeHTy MOIIEHHUKH TMPEACTABISIOTCS  COTPYAHHKAMH  CITY>KOBI
0e30MacHOCTH, CIEMUANNCTAMH CIY)KOBl TEXHHYECKON TOANepKKH OaHKa M B yOemuTenbHOH (opme
MpeUIaraloT CPOYHO MPOBECTH JACUCTBHSI MO Pa30IOKUPOBKE KAPThI, IO OTMEHE MEPEBOJIA U T.11., B 3aBUCUMOCTH
ot conepxkanus SMS-coobmenus/Push-yBegomieHusl.

B cnydae momydenus momoOHBIX SMS-coobrienuit/Push-yBeoMiaeHHT HACTOSTEIBHO PEKOMEHIYyEM
Bawm:

e He repe3BaHUBaTh Ha HOMEp TenedoHa, ykasauHublii B SMS-coobmmennn/Push-yse tomienuu;

e HE MPEAOCTaBIIATh, HH(POPMAIMIO O PEKBH3UTaX KapThl (HOMEpE KapThl, cpoke ee mericteus, [IMHe,
CVV2/CVC2/TIIK2 xoxe), Kourponbhoit undopmanuu, Koge knuenta Jlorune (Maentuduxarope
nosib3oBatens), [locrossHroM maposie, OQHOPA30BBIX MAPOJSAX, B T.4. MOCPEIACTBOM HAIPABICHUS
oTBeTHBIX SMS-coobmienuii/Push-yBeaomieHuii;

e HE TPOBOAUTH 4Yepe3 YCTpoiicTBa caMOOOCITY>KMBaHHS HUKAaKWE OIMEpPalud 10 WHCTPYKLUSIM,
MOJTy4eHHBIM TI0 MOOMIIBHBIM YCTPOWCTBAM.

B psine cnyuaeB bank pacceutaet undopmairionasie SMS-cooOienns/Push-yBeromienust, mpu 3ToM:

e B SMS-coobmenusx/Push-yBe1oMaeHUAX, HAPaBIAeMbIX BaHKOM IO OTepanusaM, IPOBEICHHBIM C
WCTIONb30BaHNeM Barmeil kapThl, 00s3aTeNbHO yKa3bIBarOTCs mociennne 4 nndpsl Homepa Bamreit
KapThI (MOIIICHHUKAaM OHH HE M3BECTHEI);

e SMS-coobmenus/Push-ysemomnenus banka Bcerma ormpapisiorcs ¢ Homepa «900%, B HuX
yKa3bIBAIOTCSl TOJNBKO oduuuansHble HoMepa TenedoHoB baHka, omyOnMKoBaHHbIE Ha
OdunnansHoM caiite banka mim ykazanHele Ha Baeit 6aHKOBCKOH KapTe;

e SMS-coob6menus/Push-yBegomnenus banka He pacchUIalOTCs ¢ OQHIIMATIBHBIX HOMEPOB Tele(hOHOB
Konrakthoro Ilenrpa banka +7 (495) 500-55-50 u 8 (800) 555-55-50.

Ecmu monmyuennoe SMS-coobienne/Push-yBejoMieHne BbI3BIBACT JTIOOBIE COMHEHHUS WM OIACEHUS,
HeoOxomumo obpatutbesi B Konraktheiii Lentp banka mo oduimansHeiM HoMepam Tene(oHOB, pa3MelIeHHbIM
Ha 000pOTHOI CTOpOHE KapThl WK Ha OduunansHoM caiite banka.

B cnyuae ecu Bol Bce xe moctpaganu ot SMS/Push-momenHmuecTBa, HE0OOXOAMMO:

- HeMmemneHHo oOparuthes B KonrtakTaelii Llentp banka no oduumansHbiM HOMepaM TelneQOHOB U
3a0JIOKUPOBATh KapTy, PEKBU3UTHI KOTOPOI ObUIM COOOIIEHBI MOILIEHHUKAM WM 110 KOTOPOH OBbLIH
COBEpIIECHBI MOIIIEHHUYECKHE OIepalui;

- HEMEeMJICHHO 00paTUThCsl MO TelneOHy K ONepaTropy CBS3H, B agpec KOTOPOro IepeBECHBI
Cpe/ACTBa, C 3asBJICHHUEM O MOIICHHHYECTBE M BO3BpaTe CpPeJACTB (KaK MpaBwio, WHGOpMANus O
HOMepax Telle)OHOB, Ha KOTOpHIE OBLIM MEpPEeBEACHBI CPEACTBA, COTOBOM OIEpaTope W HOMEpax
TeNe(OHOB KOHTAaKTHOTO ILIEHTPa COTOBOTO ONeparopa yKa3aHbl Ha 4YeKe, MOIyYeHHOM B
YcrpolicTBe caMo00CTyKIBaHUS);

- [ojaTh yepes JI000e NoApa3IeiIeHUe MOJUIMHN 3asIBJIIEHIE O COBEPILICHHOM MOILIEHHUYECTBE HA UMS
HavanbHuKa yrnpasienus «K» ['YBIA\YB/I.

3ammTa ot e-mail MmomeHHnYecTBA

MaccoBsie MomreHHHYeckre e-mail-pacceuiku, Mackupysick o opena ITAO CoOepOaHk, Kak MpaBUiIo,
TpeIHa3HAYEHBI JIIS:

- 3aMaHUWBaHHA TONydYaTesel COOOINEHWH Ha CAaWTHI-«IOBYIIKH», Ha KOTOPBIX TOJ pa3iUnIHBIMH
MpeJIoTaMH MOIIEHHUKH MOTBITAIOTCS MOJYYHUTh MEPCOHAJbHbIE U KOH(UACHIMAIbHbIE AaHHBIC
(®UO, Jlorun (Mpentuduxarop moip3oBarens), [loctosHHBI mapons, OmHOPa30BBIE MapOIH,
KouTponbHyo uHbpoOpMaIMi0, HOMepa OaHKOBCKHMX KapT W WX Ccpoku neictusi, [IMHBEI,
CVV2/CVC2/IIIIK2 komel, Kon kmmenta u mp. umHpopmanuio). Yacto Ha Takumx caiftax
pa3MeaTCs BUPYCHI, 3apakarollie KOMITBIOTEPHI IPH OTKPBITUU CTPAHMIL;

3 Vka3aH OCHOBHOI HOMep, /ISl Pa3HbIX PETHOHOB BO3MOYKHA TAKKe pacchuika ¢ HoMepos 9000, 9001, 8632, 6470, SBERBANK.



MPUHYXICHUSI TIOJ] Pa3]IMYHBIMHU MPEIIOTaMH TI0IydaTeliel MIceM Ha OTKpPBITHE (aiiiia-BIOXKeHNUS,
CoJIeprKalllero BUPYC, UITH TEPEXO/I M0 CChIIKE IS 3arpy3KH BUPYCHOTO (aiina.

HpI/I3HaKI/I TOTO0, 4TO C-mail-COO6H_ICHI/Ie SABIIACTCA MOIICHHHUYCCKHUM:

COOOIIIEHUS 3aMacCKUpPOBaHbl Mo oduiManbHble MuchMa baHka u TpeOyrot ot Bac kakux-mubo
OBICTPBIX ICHCTBHIN MIIH OTBETA;

azpec OTIPABUTEIS U TEMa COOOIICHUS 3aMacKUPOBaHBI IO 0OpaIieHus: OT UMeHN baHKa.

IIpumepsl HauMeHoBaHus oTnpaBuTenaeii B [Ipumepsl TeM co001IeHNIE B MOIIIEHHUYECKUX
MOIIIEHHUYECKUX COOOIIEeHUsIX: paccbLIKax:

Co6epbank Onmaiin (info@sber.ru) —  «Coobmienne 06 yBenn4eHUN

Co6epbank Poccuu (noreply@sber.ru) SANOIDREHHOCTID

Co6epb6ank Uudopm (statistics@sber.ru) «Cood1ueHne 06 yBETMICHHH A0Mra»

—  «Coobuienue 00 yBenmueHUN

U TIp.
P 3agoipkeHHocTH Ha JJJIMM.ITTT»
MMChMa COAEPIKAT CCHUIKM Ha MHTEPHET-PECYPCHI, TOX0KHE Ha opHUIHanbHbIe pecypchl banka,

URL-agpec cCpUIKM B THCBME OTIHYAacTCA OT odHuIManpHoro aapeca (Www.sherbank.ru),
BO3MOJKHO TaK)kK€ TMOSIBJICHHE BCIUIBIBAIONIMNX OKOH Ha OQHUIMAIBLHOM CaiiTe, B KOTOPOM
3amparninBaeTCs BBO WU MOATBEPXKICHNE Ballux mepcoHalbHBIX JaHHBIX;

K cOoOOLICHHUIO IpuiiaraeTcs Qain-pioxeHne, KOTopblii BaM HaCTOWYMBO PEKOMEHTYIOT OTKPBITH;

B TEKCTE COZAEPIKATCS SIBHBIC ONEUATKH WIH oporpapuyecKre oMKy,

Oo6pamaem Bame Bunmanue, uro [IAO Coepbank HUKoOraa:

HE OTMPABIISIET COOOLICHUS C MPOCHOOH MOATBEPINTH, OOHOBUTH WIIM TIPEIOCTABUTH MEPCOHABHBIC
u koHpuaeHimanpubie nanubie (OUO, Jlormn (Maentudukarop momb3oBatens), [locTosHHBIN
napoiss, OgHopasossle naponu, KoHTponsHyo uHpOpManuo, HoMepa OaHKOBCKUX KapT M CPOKU
ux geiictBus, IIWMHe, CVV2/CVC2/IIIIK2 komel, Kox kiMeHTa, daHHBIE JTOKYMEHTA,
yIIOCTOBEPSIIOIIETO JTMYHOCTh, HOMEP MOOHIBHOTO TesieOHa U TP. HH()OPMAIIHIO);

HE OTIIPABJIACT COO6I]_I6HI/I$I C (1)OpMOI>'I JJIs1 BBOJa Bammx NEPCOHAIBHBIX TAHHBIX;

He npocut Bac 3aiitu B muuHbIi kaOuHet CoepOank OHIalH 1O CChIJIKaM B HUCbMaXx.


http://www.sberbank.ru/

