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KEY AREA’S OF SECURITY FOCUS
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Focus 1: OT (Operational Technology)

Originally designed and installed without cyber security in
mind, many existing OT systems are increasingly
vulnerable to cyber attacks.

As OT systems are becoming increasingly digitised, this is
creating a larger threat landscape presenting new risks to
operations, assets and safety of personnel

Focus 2: Third Party Risks

organisations have poor visibility and control over the
inherent risks posed by their suppliers and third
parties. As cyber criminals increasingly look to use third
parties as attack vectors, client's also face major risks as
Mergers and Acquisitions (M&A) absorb unknown vendors
under new parent companies.
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Focus 3: Regulatory Requirements

Regulatory requirements (NISD & GDPR) are now driving
organisations to ensure that Critical National
Infrastructure (CNI) and sensitive data is suitably
protected from cyber threats. Breaches can result in large
fines and reputational damage.



INDUSTRIAL CONTROL SYSTEMS

OPERATIONAL TECHNOLOGY LACKING BASIC SECURITY CONTROLS
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THIRD PARTY RISK

YOUR SECURITY IS ONLY AS STRONG AS THE
WEAKEST LINK

GDPR has put strong fépastias 3
handling personal data

Jdparties are at the root of many
Q. breaches
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REGULATORY — NIS DIRECTIVE

IRELAND - 5 X PILLARS OF NIST/ 23 OBJECTIVES

THE NIS DIRECTIVE IS DESIGNED TO BOOST THE OVERALL LEVEL OF SECURITY FOR NETWORK AND
INFORMATION SYSTEMS THAT SUPPORT THE DELIVERY OF ESSENTIAL SERVICES WITHIN THE EU.
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Key Benefits

Protect

Identity Management,
Authentication and
Access Control
Awareness and Training
Data Security

Service Protection
Policies, Processes and
Procedures
Maintenance

Protective Technology

INDUSTRY

STANDARD an adaptable way

Aligns organizations to a standard that
promotes protection and resilience in
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NIS CYBERSECURITY OBJECTIVES

Detect

Anomalies and Events
Detection

Security Continuous
Monitoring

Detection Processes

Respond

Goal of the introduced measures is to
prevent and mitigate risk of security
incidents, creating resilience for your
organization

Response Planning
Communications
Analysis

Mitigation
Improvements

UNDERSTAND

YOUR RISK
LANDSCAPE

Recover

* Recovery Planning
* Improvements
* Communications

Improved asset management and

assessments (especially for critical
infrastructure) will help you identify
high-risk areas in your organization




REGULATORY - CYBER SECURITY ACT

JUNE 2019
EU CYBER SECURITY CERTIFICATION FRAMEWORK

CYBER SECURITY ACT HIGHLIGHTS

ENISA Certification
* CSIRT * Products
e Policy * Processes
* Information sharing » Services
e Capacity building
* Framework (Voluntary)

Products categories for certification
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