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About this document

Kaspersky Security Center 10 ("Kaspersky Security Center") Administrator's Guide is intended
for professionals who install and administer Kaspersky Security Center, as well as for those who

provide technical support to organizations that use Kaspersky Security Center.
This guide provides instructions on how to configure and use Kaspersky Security Center.

This Guide also lists sources of information about the application and ways to get

technical support.

In this section:
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In this document

Kaspersky Security Center Administrator's Guide contains an introduction, sections that describe
the application interface, settings, and maintenance, sections that describe how to manage main

tasks, and a glossary.
Sources of information about the application (see page 19)
This section lists the sources of information about the application.

You can select the most suitable information source, depending on the issue's level of importance

and urgency.
Kaspersky Security Center (see page 22)

The section contains information on the purpose of Kaspersky Security Center, and its main

features and components.



Application interface (see page 43)

This section describes the main interface elements of Kaspersky Security Center, as well as how

to configure the interface.

Application licensing (see page 58)

This section provides information about general concepts related to the application licensing.
Quick Start Wizard (see page 67)

This section provides information about the Administration Server Quick Start Wizard operation.
Basic concepts (see page 68)

This section explains basic concepts related to Kaspersky Security Center.

Managing Administration Servers (see page 82)

This section provides information about how to handle Administration Servers and how

to configure them.

Managing administration groups (see page 95)

This section provides information about how to handle administration groups.
Managing applications remotely (see page 103)

This section contains information about how to perform remote management of Kaspersky Lab
applications installed on devices by using policies, policy profiles, tasks, and local settings

of applications.

Managing client devices (see page 129)

This section contains information about working with client devices.
Working with reports, statistics, and notifications (see page 166)

This section provides information about how to work with reports, statistics, and selections
of events and devices in Kaspersky Security Center, as well as how to configure Administration

Server notifications.
Unassigned devices (see page 182)

This section provides information about how to manage devices on an enterprise network if they
are not included in an administration group.

About this document
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Managing applications on client computers (see page 191)

This section describes how to manage groups of applications and how to update software and fix

vulnerabilities that Kaspersky Security Center detects on client devices.
Remote installation of operating systems and applications (see page 219)

This section provides information about how to create images of operating systems and deploy
them on client computers over the network, as well as how to perform remote installation

of applications by Kaspersky Lab and other software vendors.

Mobile Device Management (see page 229)

This section describes how to manage mobile devices connected to Administration Server.
Self Service Portal (see page 271)

This section contains information about Self Service Portal. The section provides Self Service
Portal sign-in instructions, as well as instructions on creating Self Service Portal accounts and

adding mobile devices to Self Service Portal.
Encryption and data protection (see page 278)

This section provides information about how to manage encryption of data stored on hard drives

of various devices and removable drives.
Inventory of equipment detected on the network (see page 284)

This section provides information about inventory of hardware connected

to the organization's network.
Updating databases and software modules (see page 287)

This section describes how to download and distribute updates of databases and software

modules using Kaspersky Security Center.
Working with application keys (see page 303)

This section describes the features of Kaspersky Security Center related to handling keys

of managed Kaspersky Lab applications.
Data repositories (see page 308)

This section provides information about data stored on the Administration Server and used

for tracking the condition of client devices and servicing them.
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Contacting the Technical Support Service (see page 322)

This section provides information about the ways and conditions for providing you

technical support.

Glossary

This section lists terms used in the guide.

AO Kaspersky Lab (see page 384)

This section provides information about Kaspersky Lab.
Information about third-party code (see page 386)

Information about third-party code is contained in a file named legal_notices.txt and stored

in the application installation folder.

Trademark notices (see page 388)

This section contains registered trademark notices.
Index

This section helps you find necessary data quickly.

Document conventions

Document conventions are used herein (see the table below).

Table 1. Document conventions

Sample text Document conventions description
Warnings are highlighted in red and boxed. Warnings contain
Note that... . . .
information about actions that may lead to some
unwanted outcome.
Notes are boxed. Notes contain additional and
We recommend that reference information.
you use...
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Sample text

Document conventions description

Example:

Examples are on a blue background under the heading

"Example".

Update means...

The Databases are out

of date event occurs.

The following elements are italicized in the text:
o New terms

« Names of application statuses and events

Press ENTER.

Press ALT+F4.

Names of keyboard keys appear in bold and are all uppercase.

Names of keys that are connected by a plus sign (+) sign
indicate the use of a key combination. These keys

must be pressed simultaneously.

Click the Enable button.

Names of application interface elements, such as entry fields,

menu items, and buttons, appear in bold.

» To configure
task schedule:

Introductory phrases of procedures are italicized and

accompanied by the arrow sign.

Enter help

in the command line

The following message

then appears:

Specify the date
in MM:DD:YY format.

The following types of text content are set off with a special font:
o Text in the command line
« Text of messages displayed on the screen by the application

« Data that the user has to enter from the keyboard

<User name>

Variables are enclosed in angle brackets. Instead of a variable,
the corresponding value must be inserted, with angle

brackets omitted.

About this document
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Sources of information about
the application

This section lists the sources of information about the application.

You can select the most suitable information source, depending on the issue's level of importance

and urgency.

In this section:

Sources for unassisted search of INfOrMation ...........coouviiiiiiii e 19

Discussing Kaspersky Lab applications on the forum............cooiiiiiiiiii e 21

Sources for unassisted search
of information

You can use the following sources to find information about Kaspersky Security Center:
e Kaspersky Security Center page on the Kaspersky Lab website.
o Kaspersky Security Center page on the Technical Support Service website.
e Online help.

e Documentation.

If you cannot find a solution for your issue, we recommend that you contact the Kaspersky Lab

Technical Support Service (see section "Contacting the Technical Support Service" on page 322).

An Internet connection is required to use online information sources.




Kaspersky Security Center page on the Kaspersky Lab website

On the Kaspersky Security Center page (http://www.kaspersky.com/security-center), you can view

general information about the application, its functions and features.

The Kaspersky Security Center page contains a link to eStore. There you can purchase or renew

the application.
Page of Kaspersky Security Center in the Knowledge Base
Knowledge Base is a section on the Technical Support Service website.

On the Kaspersky Security Center page (http:/support.kaspersky.com/ksc10), you can read

articles that provide useful information, recommendations, and answers to frequently asked

guestions on how to purchase, install, and use the application.

Knowledge Base articles can answer questions relating to not only to Kaspersky Security Center
but also to other Kaspersky Lab applications. Knowledge Base articles can also include Technical

Support news.

Online help

The application includes full help files and context help files.

Full help provides information about how to configure and use Kaspersky Security Center.

Use the context help to find information about windows of Kaspersky Security Center, i.e.,
the descriptions of various settings of Kaspersky Security Center and the links to the descriptions

of tasks that use those settings.

Help can be included in the application or published online on the Kaspersky Lab web resource.
If Help is published online, the browser window opens when you call it. An Internet connection

is required to view online Help.
Documentation
Application documentation consists of the files of application guides.

The administrator's guide provides information on how to configure and use Kaspersky

Security Center.

Sources of information about the application
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The implementation guide provides instructions on:

¢ Plan the application installation (taking into account the application operation principles,
system requirements, standard deployment schemes, and features of compatibility

with other applications).
e Prepare Kaspersky Security Center for installation, installing and activating the application.
e Configure the application after installation.

The Getting Started guide provides information needed to start using the application quickly

(a description of the interface and main tasks that can be performed using Kaspersky Security Center).

Discussing Kaspersky Lab applications
on the forum

If your question does not require an immediate answer, you can discuss it with the Kaspersky Lab

experts and other users in our forum (http:/forum.kaspersky.com).

In this forum you can view existing topics, leave your comments, create new topics.

Sources of information about the application
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Kaspersky Security Center

The section contains information on the purpose of Kaspersky Security Center, and its main

features and components.

Kaspersky Security Center is designed for centralized execution of basic administration and
maintenance tasks in an organization's network. The application provides the administrator
with access to detailed information about the organization's network security level; it lets you

configure all the components of protection based on Kaspersky Lab applications.

Kaspersky Security Center is an application aimed at corporate network administrators and

employees responsible for protection of devices in various organizations.
Using Kaspersky Security Center, you can:

e Create a hierarchy of Administration Servers to manage the organization's network, as well

as networks at remote offices or client organizations.

The client organization is an organization, whose anti-virus protection is ensured

by service provider.

e Create a hierarchy of administration groups to manage a selection of client devices as

a whole.
e Manage an anti-virus protection system built based on Kaspersky Lab applications.

e Create images of operating systems and deploy them on client devices over the network,
as well as performing remote installation of applications by Kaspersky Lab and other

software vendors.

¢ Remotely manage applications by Kaspersky Lab and other software vendors installed

on client devices: install updates, find and fix vulnerabilities.

e Perform centralized deployment of keys for Kaspersky Lab applications to client devices,

monitor their use, and renew licenses.

e Receive statistics and reports about the operation of applications and devices.



Receive natifications about critical events in the operation of Kaspersky Lab applications.

Manage mobile devices that support Kaspersky Security for Android™, Exchange
ActiveSync®, or iOS Mobile Device Management (iOS MDM) protocols.

Manage encryption of information stored on the hard drives of devices and removable

drives and users' access to encrypted data.
Perform inventory of hardware connected to the organization's network.

Centrally manage files moved to Quarantine or Backup by security applications, as well as

manage files for which processing by security applications has been postponed.

In this section:
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What's new

Changes introduced in Kaspersky Security Center compared to the previous version:

The maximum number of devices managed through a single Administration Server

has been increased up to 100,000.

Saving of changes made to the settings of Kaspersky Security Center policies, tasks, and

Administration Server has been implemented.

The option of rolling back the settings of an object to a selected object version has been

implemented (see section "Modifying a policy. Rolling back changes" on page 107).

The possibility of filtering the revision history by user and time of modification

has been implemented.

Kaspersky Security Center
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The changeable revision storage period (set on 3 months by default)

has been implemented.
The mechanism of revision comparison has been implemented for policies and tasks.
Export of policy revisions and task revisions to a text file has been implemented.

Enhanced diagnostics of the automatic patch installation process. Extra warnings
have been added, which are now displayed in the Kaspersky Security Center Setup Wizard

when a backup copy of Administration Server data is created:

e The importance of an available new backup copy of files and distribution packages
of the previous version of Kaspersky Security Center and all patches installed

is now emphasized.
e Instructions on how to bypass update failures are now provided.

¢ An additional warning displayed to the user in case he or she creates no backup copy

of data has been implemented.

Support of Kaspersky Security Center Network Agent (Windows 8/8.1, MS Surface)
by tablet computers running Windows has been implemented.

Network Agent has been optimized to reduce the Windows loading time on devices

with Kaspersky Endpoint Security for Windows and Network Agent installed.

The Network Agent operation in Windows waiting modes (sleep mode and hibernation)

has been optimized.

The possibility of checking for the latest versions of Kaspersky Lab plug-ins and installation
packages has been added to the Kaspersky Security Center Setup Wizard, as well as

the possibility of applying any available updates. The Kaspersky Security Center main
window now also displays the availability of updates for Kaspersky Security Center

plug-ins/programs/applications/components.

Some of the terms used in Kaspersky Security Center are now replaced with more generic
ones to make the application less dependent on other software products. For example,

“‘computer” has been replaced with “device”.

Kaspersky Security Center
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A new Software Update Installation Wizard has been implemented (see section "Installing

updates on devices manually” on page 215).

The task progress details have been added. The following columns have been added

to the list of columns in the Task results window:

e Counters for devices on which a task is running, was completed, or returned an error.
e Status (with the respective task status description).

The possibility of manually assigning a name to an installation package has been added.

A request of user confirmation has been implemented; it is prompted for if the user creates
a policy for a Kaspersky Lab application in an administration group, which already

has another policy for the same application.

In the workspace of the Unassigned devices folder, the Configure rules button has been
added for automatic moving unassigned devices (see section "Creating rules for moving

devices to administration groups automatically" on page 187).

The Run Protection Deployment Wizard check box has been added to the Quick
Start Wizard.

The workspace pages on the Statistics tab of the Administration Server node have been

visually delimited.

Navigation has been improved in automatic tagging rules.

Role-based access control has been improved in the Administration Server properties.
A filter has been added for the text description in the Events field.

The possibility of creating tags has been added in policy profile activation rules.

Quick switching to policy profiles from the workspace of the Policies folder and from

the Policies tab of the Administration Server node has been implemented.
The possibility of selecting the order of columns has been added in lists.

The installation package update indicator has been added.

Kaspersky Security Center
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The Administration Server installation icon has been changed in the Kaspersky Security

Center main installation window.
Definitions have been improved in the Policies and Tasks Conversion Wizard.

The descriptions of Server flags keys LP_ConsoleMustUsePort13291 and
LP_InterUserUniqVsScope have been added.

iIOS MDM Server installation has been simplified. The iOS MDM Server Installation Wizard

has been implemented.
Self Service Portal installation has been simplified.
The New Mobile Device Connection Wizard has been improved.

The mobile device is no longer locked when the Locate and Alarm commands

are executed (see section "Commands for mobile device management" on page 232).

The administrator can now set the Critical or Warning status for an Android device
manually if access to the Accessibility features has not been granted to Kaspersky

Endpoint Security for Android, because Web Protection is inactive in this case.

Google Firebase Cloud Messaging setup has been simplified. Hints and tips have been

added to the application interface.
The command line backup utility has been implemented for iOS MDM Server.

The possibility of manually specifying expiration dates of Kaspersky Security for Mobile
certificates while issuing (or re-issuing) those certificates has been implemented

for the Kaspersky Security Center administrator.

The display of the Self Service Portal version number has been implemented in the Self

Service Portal interface.

If the Mobile device support check box was selected during Kaspersky Security Center
installation, all required Mobile Device Management settings and Kaspersky Security

for Mobile settings must now be defined in the Kaspersky Security Center Quick

Start Wizard.

The Manage patches and updates feature has been improved.

Kaspersky Security Center
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The Manage vulnerabilities and patches component has been improved:
Monitoring and searching for vulnerabilities have been improved.
Control of actual tasks has been expanded.

Transmission of events in Syslog (RFC 5424) format to SIEM systems has been

implemented (see section "Exporting events to an SIEM system" on page 176).
The hardware types have been unified in the Kaspersky Security Center interface.

Information about the results of the Install required updates and fix vulnerabilities and

Find vulnerabilities and required updates tasks has been expanded.

An additional check before running the Create installation package upon reference
device OS image task has been implemented. This operation checks
the administrator-defined account for the presence of write permissions in the specified

shared folder for temporary storage of the image.

Automatic creation of an incident has been implemented in case the device acting as

update agent runs out of disk space (see section "Update agent” on page 79).

Distribution Kit

You can purchase the application through online stores of Kaspersky Lab (for example,

http://www.kaspersky.com, the eStore section) or partner companies.

If you purchase Kaspersky Security Center in an online store, you copy the application from

the store's website. Information that is required for application activation is sent to you by email

after payment.

For more details on the purchase methods and the distribution kit, please contact

the Sales Department.

Kaspersky Security Center
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Hardware and software requirements

Administration Server
Hardware requirements:

e CPU with operating frequency of 1 GHz or higher. For a 64-bit OS, the minimum CPU
frequency is 1.4 GHz.

e RAM: 4 GB.

e Available disk space: 10 GB. When using Systems Management, at least 100 GB free disk

space shall be available.
Software requirements:
e Microsoft® Data Access Components (MDAC) 2.8.
e Windows DAC 6.0.
e Microsoft Windows Installer 4.5.
Operating system:
e Microsoft Windows 10 Home 32-bit / 64-bit.
e Microsoft Windows 10 Pro 32-bit / 64-bit.
e Microsoft Windows 10 Enterprise 32-bit / 64-bit.
e Microsoft Windows 10 Education 32-bit / 64-bit.
e Microsoft Windows 10 Pro RS1 32-bit / 64-bit.
e Microsoft Windows 10 Enterprise RS1 32-bit / 64-bit.
e Microsoft Windows 10 Education RS1 32-bit / 64-bit.
e Microsoft Windows 10 Pro RS2 32-bit / 64-bit.

e Microsoft Windows 10 Enterprise RS2 32-bit / 64-bit.

e Microsoft Windows 10 Education RS2 32-bit / 64-bit.

Kaspersky Security Center
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Microsoft Windows 8.1 Pro 32-bit / 64-bit.

Microsoft Windows 8.1 Enterprise 32-bit / 64-bit.

Microsoft Windows 8 Pro 32-bit / 64-bit.

Microsoft Windows 8 Enterprise 32-bit / 64-bit.

Microsoft Windows 7 Professional SP1 32-bit / 64-bit.
Microsoft Windows 7 Enterprise SP1 32-bit / 64-bit.

Microsoft Windows 7 Ultimate SP1 32-bit / 64-bit.

Microsoft Small Business Server 2008 Standard 64-bit.
Microsoft Small Business Server 2008 Premium 64-bit.
Microsoft Small Business Server 2011 Essentials 64-bit.
Microsoft Small Business Server 2011 Premium Add-on 64-bit.
Microsoft Small Business Server 2011 Standard 64-bit.
Microsoft Windows Server® 2008 Datacenter SP1 32-bit / 64-bit.
Microsoft Windows Server 2008 Enterprise SP1 32-bit / 64-bit.
Microsoft Windows Server 2008 Foundation SP2 32-bit / 64-bit.
Microsoft Windows Server 2008 SP1 32-bit / 64-bit.

Microsoft Windows Server 2008 Standard SP1 32-bit / 64-bit.
Microsoft Windows Server 2008.

Microsoft Windows Server 2008 SP1.

Microsoft Windows Server 2008 R2 Server Core 64-bit.
Microsoft Windows Server 2008 R2 Datacenter 64-bit.
Microsoft Windows Server 2008 R2 Datacenter SP1 64-bit.
Microsoft Windows Server 2008 R2 Enterprise 64-bit.
Microsoft Windows Server 2008 R2 Enterprise SP1 64-bit.

Microsoft Windows Server 2008 R2 Foundation 64-bit.

Kaspersky Security Center
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e Microsoft Windows Server 2008 R2 Foundation SP1 64-bit.
e Microsoft Windows Server 2008 R2 SP1 Core Mode 64-bit.
e Microsoft Windows Server 2008 R2 Standard 64-bit.

e Microsoft Windows Server 2008 R2 Standard SP1 64-bit.

e Microsoft Windows Server 2012 Server Core 64-bit.

e Microsoft Windows Server 2012 Datacenter 64-bit.

e Microsoft Windows Server 2012 Essentials 64-bit.

e Microsoft Windows Server 2012 Foundation 64-bit.

e Microsoft Windows Server 2012 Standard 64-bit.

e Microsoft Windows Server 2012 R2 Server Core 64-bit.

e Microsoft Windows Server 2012 R2 Datacenter 64-bit.

e Microsoft Windows Server 2012 R2 Essentials 64-bit.

e Microsoft Windows Server 2012 R2 Foundation 64-bit.

e Microsoft Windows Server 2012 R2 Standard 64-bit.

e Windows Storage Server 2008 R2 64-bit.

e Windows Storage Server 2012 64-bit.

¢ Windows Storage Server 2012 R2 64-bit.

e Windows Server 2016 Datacenter Edition 64-bit.

e Windows Server 2016 Standard Edition 64-bit.
Database server (can be installed on a different computer):
e Microsoft SQL Server® 2008 Express 32-bit.
¢ Microsoft SQL 2008 R2 Express 64-bit.
e Microsoft SQL 2012 Express 64-bit.

e Microsoft SQL 2014 Express 64-bit.

Kaspersky Security Center
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e Microsoft SQL Server 2008 (all editions) 32-bit / 64-bit.
e Microsoft SQL Server 2008 R2 (all editions) 64-bit.
o Microsoft SQL Server 2008 R2 Service Pack 2 64-bit.
e Microsoft SQL Server 2012 (all editions) 64-bit.
e Microsoft SQL Server 2014 (all editions) 64-bit.
e Microsoft SQL Server 2016 (all editions) 64-bit.
e Microsoft Azure SQL Database.
e MySQL 5.5 32-bit / 64-bit.
e MySQL Enterprise 5.5 32-bit / 64-bit.
e MySQL 5.6 32-bit / 64-bit.
e MySQL Enterprise 5.6 32-bit / 64-bit.
e MySQL 5.7 32-bit / 64-bit.
e MySQL Enterprise 5.7 32-bit / 64-bit.
The following virtual platforms are supported:
e VMware vSphere™ 5.5,
e VMware vSphere 6.
e VMware™ Workstation 12.x Pro.
e Microsoft Hyper-V® Server 2008.
e Microsoft Hyper-V Server 2008 R2.
e Microsoft Hyper-V Server 2008 R2 SP1.
e Microsoft Hyper-V Server 2012.

e Microsoft Hyper-V Server 2012 R2.

Kaspersky Security Center
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Microsoft Virtual PC 2007 (6.0.156.0).
Citrix® XenServer® 6.2.

Citrix XenServer 6.5.

Citrix XenServer 7.

Parallels Desktop 11.

Oracle® VM VirtualBox 4.0.4-70112 (Windows guest operating systems are supported).

Kaspersky Security Center 10 Web Console

Hardware requirements:

CPU with operating frequency of 1 GHz or higher. For a 64-bit OS, the minimum CPU
frequency is 1.4 GHz.

RAM: 512 MB.

Available disk space: 1 GB.

Software requirements:

For Microsoft Windows operating systems with Kaspersky Security Center Administration

Server version Service Pack 2:

e Microsoft Windows 10 Home 32-bit / 64-bit.

e Microsoft Windows 10 Pro 32-bit / 64-bit.

e Microsoft Windows 10 Enterprise 32-bit / 64-bit.

e Microsoft Windows 10 Education 32-bit / 64-bit.

e Microsoft Windows 10 Pro RS1 32-bit / 64-bit.

e Microsoft Windows 10 Enterprise RS1 32-bit / 64-bit.
e Microsoft Windows 10 Education RS1 32-bit / 64-bit.

e Microsoft Windows 10 Pro RS2 32-bit / 64-bit.

Kaspersky Security Center
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Microsoft Windows 10 Enterprise RS2 32-bit / 64-bit.

Microsoft Windows 10 Education RS2 32-bit / 64-bit.

Microsoft Windows 8.1 Pro 32-bit / 64-bit.

Microsoft Windows 8.1 Enterprise 32-bit / 64-bit.

Microsoft Windows 8 Pro 32-bit / 64-bit.

Microsoft Windows 8 Enterprise 32-bit / 64-bit.

Microsoft Windows 7 Professional SP1 32-bit / 64-bit.
Microsoft Windows 7 Enterprise SP1 32-bit / 64-bit.

Microsoft Windows 7 Ultimate SP1 32-bit / 64-bit.

Microsoft Small Business Server 2008 Standard 64-bit.
Microsoft Small Business Server 2008 Premium 64-bit.
Microsoft Small Business Server 2011 Essentials 64-bit.
Microsoft Small Business Server 2011 Premium Add-on 64-bit.
Microsoft Small Business Server 2011 Standard 64-bit.
Microsoft Windows Server® 2008 Datacenter SP1 32-bit / 64-bit.
Microsoft Windows Server 2008 Enterprise SP1 32-bit / 64-bit.
Microsoft Windows Server 2008 Foundation SP2 32-bit / 64-bit.
Microsoft Windows Server 2008 SP1 32-bit / 64-bit.

Microsoft Windows Server 2008 Standard SP1 32-bit / 64-bit.
Microsoft Windows Server 2008.

Microsoft Windows Server 2008 SP1.

Microsoft Windows Server 2008 R2 Server Core 64-bit.

Microsoft Windows Server 2008 R2 Datacenter 64-bit.

Kaspersky Security Center
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Microsoft Windows Server 2008 R2 Datacenter SP1 64-bit.
Microsoft Windows Server 2008 R2 Enterprise 64-bit.
Microsoft Windows Server 2008 R2 Enterprise SP1 64-bit.
Microsoft Windows Server 2008 R2 Foundation 64-bit.
Microsoft Windows Server 2008 R2 Foundation SP1 64-bit.
Microsoft Windows Server 2008 R2 SP1 Core Mode 64-bit.
Microsoft Windows Server 2008 R2 Standard 64-bit.
Microsoft Windows Server 2008 R2 Standard SP1 64-bit.
Microsoft Windows Server 2012 Server Core 64-bit.
Microsoft Windows Server 2012 Datacenter 64-bit.
Microsoft Windows Server 2012 Essentials 64-bit.
Microsoft Windows Server 2012 Foundation 64-bit.
Microsoft Windows Server 2012 Standard 64-bit.

Microsoft Windows Server 2012 R2 Server Core 64-bit.
Microsoft Windows Server 2012 R2 Datacenter 64-bit.
Microsoft Windows Server 2012 R2 Essentials 64-bit.
Microsoft Windows Server 2012 R2 Foundation 64-bit.
Microsoft Windows Server 2012 R2 Standard 64-bit.
Windows Storage Server 2008 R2 64-bit.

Windows Storage Server 2012 64-bit.

Windows Storage Server 2012 R2 64-bit.

Windows Server 2016 Datacenter Edition 64-bit.

Windows Server 2016 Standard Edition 64-bit.

Kaspersky Security Center
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e Debian GNU/Linux® 7.x 32-bit.

e Debian GNU/Linux 7.x 64-bit.

e Ubuntu Server 14.04 LTS 32-hit.

e Ubuntu Server 14.04 LTS 64-bit.

CentOS 6.x (up to 6.6) 64-bit.

Kaspersky Security Center 10 Web Console does not support versions of operating

systems that are compatible with systemd, such as Fedora® 17.

Web server:

e Apache 2.4.25 (for Windows) 32-bit.

e Apache 2.4.25 (for Linux) 32-bit / 64-bit.
You can use the following browsers for working with Kaspersky Security Center 10 Web Console:

o Microsoft Internet Explorer® 9 and later.

e Microsoft® Edge™.

e Chrome™ 53 and later.

e Firefox™ 47 and later.

o Safari® 8 under Mac OS X 10.10 (Yosemite).

e Safari 9 under Mac OS X 10.11 (El Capitan).
iOS Mobile Device Management (iOS MDM) mobile device server
Hardware requirements:

e CPU with operating frequency of 1 GHz or higher. For a 64-bit OS, the minimum CPU
frequency is 1.4 GHz.

e RAM: 2 GB.

e Available disk space: 2 GB.
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Software requirements: Microsoft Windows operating system (supported version of the operating

system is determined by the requirements of Administration Server).
Microsoft Exchange Mobile Devices Server

All software and hardware requirements for Microsoft Exchange Mobile Devices Server

are included in the requirements for the Microsoft Exchange Server.

Working with Microsoft Exchange Server 2007, Microsoft Exchange Server 2010, and Microsoft
Exchange Server 2013 is supported.

Administration Console
Hardware requirements:

e CPU with operating frequency of 1 GHz or higher. For a 64-bit OS, the minimum CPU
frequency is 1.4 GHz.

e RAM: 512 MB.
e Auvailable disk space: 1 GB.
Software requirements:

e Microsoft Windows operating system (supported version of the operating system

is determined by the requirements of Administration Server).
e Microsoft Management Console 2.0.
e Microsoft Windows Installer 4.5.

e Microsoft Internet Explorer 7.0 or later when working with Microsoft Windows XP, Microsoft
Windows Server 2003, Microsoft Windows Server 2008, Microsoft Windows Server 2008
R2, or Microsoft Windows Vista®.

e Microsoft Internet Explorer 8.0 or later when using Microsoft Windows 7.
e Microsoft Internet Explorer 10.0 or later when using Microsoft Windows 8 and 10.

¢ Microsoft Edge when using Microsoft Windows 10.
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Network Agent
Hardware requirements:

e CPU with operating frequency of 1 GHz or higher. For a 64-bit OS, the minimum CPU
frequency is 1.4 GHz.

e RAM: 512 MB.
e Available disk space: 1 GB.

If the device with Network Agent installed also acts as update agent, this device must meet

the following hardware requirements:

e CPU with operating frequency of 1 GHz or higher. For a 64-bit OS, the minimum CPU
frequency is 1.4 GHz.

e RAM: 1GB.
e Auvailable disk space: 4 GB.
Software requirements:

e Windows Embedded POSReady 7 32-bit / 64-bit.

e Windows Embedded Standard 7 SP1 32-bit / 64-bit.

e Windows Embedded 8 Standard 32-bit / 64-bit.

e Windows Embedded 8 Industry Pro 32-bit / 64-bit.

e Windows Embedded 8 Industry Enterprise 32-bit / 64-bit.

e Windows Embedded 8.1 Industry Pro 32-bit / 64-bit.

¢ Windows Embedded 8.1 Industry Enterprise 32-bit / 64-bit.
¢ Windows Embedded 8.1 Industry Update 32-bit / 64-bit.

e Windows 10 Home 32-bit / 64-bit.

e Windows 10 Pro 32-bit / 64-bit.

e Windows 10 Enterprise 32-bit / 64-bit.
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e Windows 10 Education 32-bit / 64-bit.

e Windows 10 Home RS1 32-bit / 64-bit.

e Windows 10 Pro RS1 32-bit / 64-bit.

e Windows 10 Enterprise RS1 32-bit / 64-bit.
e Windows 10 Education RS1 32-bit / 64-bit.
e Windows 10 Home RS2 32-bit / 64-bit.

e Windows 10 Pro RS2 32-bit / 64-bit.

e Windows 10 Enterprise RS2 32-bit / 64-bit.
e Windows 10 Education RS2 32-bit / 64-bit.
e Microsoft Windows 2000 Server.

e Windows 8.1 Pro 32-bit / 64-bit.

e Windows 8.1 Enterprise 32-bit / 64-bit.

e Windows 8 Pro 32-bit / 64-bit.

e Windows 8 Enterprise 32-bit / 64-bit.

e Windows 7 Professional SP1 32-bit / 64-bit.
e Windows 7 Enterprise SP1 32-bit / 64-bit.

e Windows 7 Ultimate SP1 32-bit / 64-bit.

e Windows 7 Professional 32-bit / 64-bit.

e Windows 7 Enterprise 32-bit / 64-bit.

e Windows 7 Ultimate 32-bit / 64-bit.

e Windows 7 Home Basic 32-bit / 64-bit.

e Windows 7 Premium 32-bit / 64-bit.

e Windows Vista Business SP1 32-bit / 64-bit.
e Windows Vista Enterprise SP1 32-bit / 64-bit.

¢ Windows Vista Ultimate SP1 32-bit / 64-bit.
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Windows Vista Business SP2 32-bit / 64-bit.

Windows Vista Enterprise SP2 32-bit / 64-bit.
Windows Vista Ultimate SP2 32-bit / 64-bit.

Windows XP Professional SP3 32-bit.

Windows XP Professional SP2 32-bit / 64-bit.
Windows XP Home SP3 32-bit.

Essential Business Server 2008 64-bit.

Small Business Server 2003 Standard SP1 32-bit.
Small Business Server 2003 Premium SP1 32-bit.
Small Business Server 2008 Standard 64-bit.

Small Business Server 2008 Premium 64-bit.

Small Business Server 2011 Essentials 64-bit.

Small Business Server 2011 Premium Add-on 64-bit.
Small Business Server 2011 Standard 64-bit.
Windows Home Server 2011 64-bit.

Windows MultiPoint™ Server 2011 64-bit.

Windows Server 2003 Enterprise SP2 32-bit / 64-bit.
Windows Server 2003 Standard SP2 32-bit / 64-bit.
Windows Server 2003 R2 Enterprise SP2 32-bit / 64-bit.
Windows Server 2003 R2 Standard SP2 32-bit / 64-hit.
Windows Server 2008 Datacenter SP1 32-bit / 64-bit.
Windows Server 2008 Enterprise SP1 32-bit / 64-bit.
Windows Server 2008 Foundation SP2 32-bit / 64-bit.
Windows Server 2008 SP1 Server Core 32-bit / 64-bit.

Windows Server 2008 Standard SP1 32-bit / 64-bit.
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e Windows Server 2008 32-bit / 64-bit.

e Windows Server 2008 R2 Server Core 64-hit.

e Windows Server 2008 R2 Datacenter 64-bit.

e Windows Server 2008 R2 Datacenter SP1 64-bit.
e Windows Server 2008 R2 Enterprise 64-bit.

e Windows Server 2008 R2 Enterprise SP1 64-bit.

e Windows Server 2008 R2 Foundation 64-bit.

e Windows Server 2008 R2 Foundation SP1 64-bit.
e Windows Server 2008 R2 SP1 Core Mode 64-bit.
e Windows Server 2008 R2 Standard 64-bit.

e Windows Server 2008 R2 Standard SP1 64-bit.

e Windows Server 2012 Server Core 64-bit.

e Windows Server 2012 Datacenter 64-bit.

e Windows Server 2012 Essentials 64-Dbit.

e Windows Server 2012 Foundation 64-bit.

e Windows Server 2012 Standard 64-bit.

e Windows Server 2012 R2 Server Core 64-bit.

e Windows Server 2012 R2 Datacenter 64-bit.

e Windows Server 2012 R2 Essentials 64-bit.

e Windows Server 2012 R2 Foundation 64-bit.

e Windows Server 2012 R2 Standard 64-bit.

e Windows Server 2016 Datacenter Edition.

e Windows Server 2016 Standard Edition.

e Windows Nano Server 2016.

e Windows Storage Server 2008 R2 64-bit.
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e Windows Storage Server 2012 64-bit.

e Windows Storage Server 2012 R2 64-bit.
e Debian GNU / Linux 8.x 32-bit.

e Debian GNU / Linux 8.x 64-bit.

e Debian GNU / Linux 7.x (up to 7.8) 32-bit.
e Debian GNU / Linux 7.x (up to 7.8) 64-bit.
e Ubuntu Server 16.04 LTS x32 32-bit.

e Ubuntu Server 16.04 LTS x64 64-bit.

e Ubuntu Server 14.04 LTS x32 32-bit.

e Ubuntu Server 14.04 LTS x64 64-bit.

o Ubuntu Desktop 16.04 LTS x32 32-bit.

e Ubuntu Desktop 16.04 LTS x64 64-bit.

o Ubuntu Desktop 14.04 LTS x32 32-bit.

e Ubuntu Desktop 14.04 LTS x64 64-bit.

e CentOS 6.x (up to 6.6) 64-bit.

e CentOS 7.0 64-bit.

¢ Red Hat Enterprise Linux Server 7.0 64-bit.
e SUSE Linux Enterprise Server 12 64-bit.
e SUSE Linux Enterprise Desktop 12 64-bit.
e Mac OS X 10.4 (Tiger®).

e Mac OS X 10.5 (Leopard®).

e Mac OS X 10.6 (Snow Leopard®).

e OS X 10.7 (Lion).

e OS X 10.8 (Mountain Lion).

e OS X 10.9 (Mavericks).
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e OS X 10.10 (Yosemite).

e OS X 10.11 (EI Capitan).

¢ macOS® Sierra (10.12).

o VMware vSphere™ 5.5.

e VMware vSphere 6.

e VMware Workstation 9.x.

e VMware Workstation 10.x.

e VMware Workstation 11.x.

e VMware Workstation 12.x Pro.

e Microsoft Hyper-V Server 2008.

e Microsoft Hyper-V Server 2008 R2.
e Microsoft Hyper-V Server 2008 R2 SP1.
e Microsoft Hyper-V Server 2012.

e Microsoft Hyper-V Server 2012 R2.
e Citrix XenServer 6.2.

e Citrix XenServer 6.5.

e Citrix XenServer 7.

You can obtain information about the latest version of the hardware and software requirements
from the Technical Support Service website on the application page of Kaspersky Security
Center in the System requirements section

(http://support.kaspersky.com/ksc10#requirements).
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Application interface

This section describes the main interface elements of Kaspersky Security Center, as well as how

to configure the interface.

Viewing, creation, modification and configuration of administration groups, and centralized
management of Kaspersky Lab applications installed on client devices are performed from
the administrator's workstation. The management interface is provided by the Administration
Console component. It is a specialized stand-alone snap-in that is integrated with Microsoft

Management Console (MMC); so the Kaspersky Security Center interface is standard for MMC.

Administration Console allows remote connection to Administration Server over the Internet.

For local work with client devices, the application supports remote connection to a computer
through Administration Console by using the standard Microsoft Windows Remote Desktop

Connection application.

To use this functionality, you must allow remote connection to the desktop on the client device.

In this section:
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Main application window

The main application window (see the figure below) contains a menu, a toolbar, a console tree,

and a workspace. The menu bar allows you to use the windows and provides access

to the Help system. The Action menu duplicates the context menu commands for the current

console tree object.

The set of toolbar buttons provides direct access to some of the menu items. The set of buttons

may change depending on the current node or folder selected in the console tree.

The appearance of the workspace of the main window depends on which node (folder)

of the console tree it is associated with, and what functions it performs.
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Figure 1. Kaspersky Security Center main application window
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Console tree

The console tree (see the figure below) is designed to display the hierarchy of Administration
Servers in the corporate network, the structure of their administration groups, and other objects
of the application, such as the Repositories or Application management folders. The name
space of Kaspersky Security Center can contain several nodes including the names of servers
corresponding to the installed Administration Servers included in the hierarchy.

Uity Center 10
=] El Administration Server WINZ003
L] Managed devices
0! Device selections
L1 Unassigned devices
= Policies
Tasks
E p@ Advanced
1 ser accounts
= - .ﬁ.ppllcatlun rmanagernenk
Application categories
Applications registry
Executable files
Software vulnerabilities
Software updates
Kaspersky Lab licenses
Third-party licenses usage
= E Remote inskallation
Deploy device images
Installation packages
= ﬂ Data encryphion and protection
Encrypred devices
Encryption events
= [ Mobile Device Management
- Configuration and management
Mobile Device Servers
Mobile devices
Certificates
Self Service Portal
= Q Metwark poll
+  Damains
+ Ackive Directory
+ P subnets
Metwork devices
= H REDDSItDr‘IES
Hardware
k.aspersky Lab software updates and patches
Quarantine
Backup
Unprocessed files

Figure 2. Console tree
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Administration Server node

The Administration Server — <Device name> node is a container that shows the structural

organization of the selected Administration Server.

The workspace of the Administration Server node contains summary information about

the current status of the application and devices managed through the Administration Server.

Information in the workspace is distributed between various tabs:

Monitoring. The Monitoring tab displays information about the application operation and
the current status of client devices in real-time mode. Important messages

for the administrator (such as messages on vulnerabilities, errors, or viruses detected)

are highlighted in a specific color. You can use links on the Monitoring tab to perform

the standard administrator tasks (for example, install and configure the security application

on client devices), as well as to go to other folders of the console tree.

Statistics. Contains a set of charts grouped by topics (protection status, Anti-Virus
statistics, updates, etc.). These charts visualize current information about the application

operation and the status of client devices.

Reports. Contains templates for reports generated by the application. On this tab, you

can create reports using preset templates, as well as create custom report templates.

Events. Contains records on events that have been registered during
the application operation. Those records are distributed between topics for ease of reading
and filtering. On this tab, you can view selections of events that have been generated

automatically, as well as create custom selections.

Folders in the Administration Server node

The Administration Server — <Device name> node includes the following folders:

Managed devices. This folder is intended for storage, display, configuration, and

modification of the structure of administration groups, group policies, and group tasks.

Device selections. This folder is intended for quick selection of devices that meet specified
criteria (a device selection) among all managed devices. For example, you can quickly
select devices on which no security application has been installed, and proceed to these

devices (view the list). You can perform certain actions on these selected devices,
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for example, assign them some tasks. You can use preset selections or create your own

custom selections.

e Unassigned devices. This folder contains a list of devices that have not been included
in any of the administration groups. You can perform some actions on unassigned devices:

move their administration groups or install applications on them.
e Policies. This folder is intended for viewing and creating policies.
e Tasks. This folder is intended for viewing and creating tasks.

e Advanced. This folder contains a set of subfolders that correspond to various groups

of application features.
Advanced folder. Moving folders in the console tree
The Advanced folder includes the following subfolders:
e User accounts. This folder contains a list of network user accounts.

e Application management. This folder is intended for managing applications installed
on devices in the network. The Application management folder contains

the following subfolders:
e Application categories. Intended for handling custom application categories.

e Applications registry. Contains a list of applications on devices with Network
Agent installed.

e Executable files. Contains the list of executable files stored on client devices
with Network Agent installed.

o Software vulnerabilities. Contains a list of vulnerabilities in applications on devices
with Network Agent installed.

e Software updates. Contains a list of application updates received by Administration

Server that can be distributed on devices.
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e Kaspersky Lab licenses. Contains a list of available keys for Kaspersky
Lab applications. In the workspace of this folder, you can add new keys to the key

repository, deploy keys to managed devices, and view the key usage report.

e Third-party licenses usage. Contains a list of licensed applications groups.
You can use licensed applications groups to monitor the usage of licenses
for third-party software (non-Kaspersky Lab applications) and possible violations

of licensing restrictions.

Remote installation. This folder is intended for managing remote installation of operating
systems and applications. The Remote installation folder contains

the following subfolders:

e Deploy device images. Intended for deploying images of operating systems

on devices.

e Installation packages. Contains a list of installation packages that can be used

for remote installation of applications on devices.

Mobile Device Management. This folder is intended for managing mobile devices.

The Mobile Device Management folder contains the following subfolders:

e Mobile devices. It is intended for managing mobile devices, KES, Exchange
ActiveSync, and iOS MDM.

o Certificates. It is intended for managing certificates of mobile devices.

Data encryption and protection. This folder is intended for managing the process of data

encryption on hard drives and removable drives.

Network poll. This folder displays the network in which Administration Server is installed.
The Administration Server retrieves information about the structure of the network and its
devices through regular polls of the Windows network, IP subnets, and Active Directory®
in the corporate network. Polling results are displayed in the workspaces

of the corresponding folders: Domains, IP subnets, and Active Directory.

Repositories. This folder is intended for operations with objects used to monitor the status
of devices and perform maintenance. The Repositories folder contains

the following subfolders:
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e Kaspersky Lab software updates and patches. Contains a list of updates received

by Administration Server that can be distributed to devices.
e Hardware. Contains a list of hardware connected to the organization's network.

e Quarantine. Contains a list of objects moved to Quarantine by anti-virus applications

on devices.

e Backup. This folder contains a list of backup copies of files that were deleted or

modified during disinfection on devices.

e Unprocessed files. Contains a list of files assigned for later scanning

by anti-virus applications.

You can change the set of subfolders included in the Advanced folder. Frequently used subfolders
can be moved from the Advanced folder one level up. Subfolders that are used rarely

can be moved to the Advanced folder.

» To move a subfolder out of the Advanced folder:

1. Inthe console tree, select the subfolder that you want to move out of the Advanced folder.

2. Inthe context menu of the subfolder, select View - Move from Advanced folder.

You can also move a subfolder out of the Advanced folder in the workspace
of the Advanced folder by clicking the Move from Advanced folder link in the section

with the name of that subfolder.

» To move a subfolder to the Advanced folder:

1. Inthe console tree, select the subfolder that you need to move to the Advanced folder.

2. Inthe context menu of the subfolder, select View — Move to Advanced folder.
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Workspace

The workspace (see figure below) contains the following elements:

e Lists of objects that the administrator manages through the application (devices,
administration groups, user accounts, policies, tasks, event records, other

applications, etc.) (see section "Workspace elements" on page 51)

e Controls (buttons that expand lists of commands, links for command execution and
proceeding to other console tree folders).

e Text and graphical information (application messages, charts in information panes,

statistical and reference information) (see section "Set of information blocks" on page 53).

The contents of the workspace correspond to the node or folder selected in the console tree.
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Figure 3. Workspace
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The workspace of a node or folder can contain multiple tabs (see the figure below). Each tab

corresponds to a specific group (type) of objects or application features.
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The above numbers include the number of devices with the specified status, which are in the selected group and in any of its nested subgroups.
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In this section:

Workspace elements

Set of information blocks

Figure 4. Workspace divided into tabs

Workspace elements

The workspace of a folder or a node can contain the following elements (see the figure below).

List management block. Contains buttons that expand lists of commands and links.

Designed for operations with objects selected in the list.

List of objects. Contains management objects (such as devices, user accounts, policies,

and tasks). You can sort and filter objects on the list, perform actions on them using
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the management block and commands from the object context menu. You can also

configure the set of columns displayed in the list.

e Block for handling a selected object. Contains summary information about

a selected object. This block can also contain links for quick operations

with the selected object. For example, the block for handling a selected policy contains

a link to the policy settings window.

e Data filtering block. You can use the filtering block to configure the display of objects

on the list. For example, you can use the data filtering block to configure the list of devices,

so that only those with the Critical status are displayed.
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Figure 5. Information area represented by a list of management objects
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Set of iInformation blocks

The workspace of the Administration Server node displays statistics on information panes

on the Statistics tab. Information panes are distributed among a few topics (see the figure below).
You can configure the display of data on information panes by changing the types of charts and
the set of data presented on them, as well as by modifying and adding information panes or entire

pages on the Statistics tab (see section "Working with statistical information” on page 169).
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Figure 6. Workspace divided into pages

Data filtering block

The data filtering block (hereinafter also referred to as filtering block) is used in workspaces and
sections of dialog boxes that contain lists of objects (such as devices, applications, vulnerabilities,
or users).
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The filtering block can contain a search field, a filter, and buttons (see the figure below).

Administration Server Test > Managed devices

(~) Managed devices

Devices Policies Tasks Group settings
Mew group Perform action ¥ Add/Remove columns Refresh
» No filter specified, records total: 1
Select statuses: g:l'_t_ig?!:_ El'_ w?_r_n_i!g:_ !]_ {_:!:_ !]_ Search |3: text columns C]\.
The above numbers include the number of with the specified status, which are in the selected group and in any of its subgroups.

The list below only includes devices from the sqlected group.

Buttons Search field

Extended filtering block. Filtering settings

You can use the filtering block in standard or extended mode to filter data (see figure). In standard
mode of the filtering block, you can filter data using the search field and the buttons in the Select
statuses section. In extended mode of the filtering block, you can use additional filtering criteria.

Additional filtering criteria are available on the Adjust filter link.

» To configure filtering.

1. Click the No filter specified area.

The right part of the window displays the Adjust filter link.
2. Click the Adjust filter link to select filtering criteria.

The selected criteria will be displayed on a gray background in the Filter field.
3. Specify a value for each criterion (for example, "Agent installed").

4. Inthe Select statuses section, configure additional device filtering by statuses (Critical,
Warning, or OK).
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Devices that pass the filter will be displayed in the list. You can also find devices using

keywords and regular expressions (see section "What's new" on page 23) in the Search field.

Configure certificate generation rules Integrate with public-key infrastructure Refresh
¥ No filter specified, records total: 3 riter sstup - Standard filtering
block
Add/Remove columns Search by text columns Q
Configure certificate generation rules ‘ ‘ Integrate with public-key infrastructure Refresh
» No filter specified, records total: 3 Fitter setup
Type — Expanded filtering
=~ v = v block
User: Status:
=W =W v
Add/Remove columns Search by text columns O.

Context menu

In the console tree of Kaspersky Security Center each object features its own context menu.

Here the standard commands of the Microsoft Management Console context menu

are supplemented with commands used for operations with the object. The additional context
menu commands that correspond to various console tree objects are listed in the Appendices (see

section "Context menu commands" on page 357).

Some of the objects in the workspace (such as devices on the list of managed devices, or other

listed objects) also have a context menu with additional commands.

Configuring the interface

You can configure the interface of Kaspersky Security Center:

e Show and hide objects in the console tree, workspace, properties windows of objects

(folders, sections) depending on the features being used.

e Show and hide elements of the main window (for example, console tree, standard menus

such as Actions and View).
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» To configure the Kaspersky Security Center interface in accordance with the currently
used feature:

1. Inthe console tree, select the Administration Server node.
2. In the application window menu, select View — Configure interface.

3. Inthe Configure interface window that opens, configure the display of interface elements

using the following check boxes:

e Display Systems Management.

If this check box is selected, the Remote installation folder displays
the Deploy device images subfolder, while the Repositories folder

displays the Hardware subfolder.
By default, this check box is cleared.
e Display encryption and data protection.

If this check box is selected, data encryption management is available
on devices connected to the network. After you restart the application,
the console tree displays the Data encryption and protection folder.

By default, this check box is cleared.
e Display endpoint control settings.

If this check box is selected, the following subsections are displayed
in the Endpoint control section of the properties window of the Kaspersky
Endpoint Security 10 for Windows policy:

e Application Startup Control.
e Vulnerability Monitor.

e Device Control.

e Web Control.

If this check box is cleared, the above-specified subsections

are not displayed in the Endpoint control section.

By default, this check box is cleared.
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e Display Mobile Device Management.

If this check box is selected, the Mobile Device Management feature
is available. After you restart the application, the console tree displays

the Mobile devices folder.

By default, this check box is cleared.

e Display slave Administration Servers.

If the check box is selected, the console tree displays the nodes of slave
and virtual Administration Servers within administration groups.

The functionality connected with slave and virtual Administration Servers —
in particular, creation of tasks for remote installation of applications to slave

Administration Servers — is available at that.

By default, this check box is selected.

e Display security settings sections.

If this check box is selected, the Security section is displayed

in the properties of Administration Server, administration groups and
other objects. This check box allows you to give custom permissions
for working with objects to users and groups of users.

By default, this check box is selected.

4. Click OK.

To apply some of the changes, you have to close the main application window and then open

it again.

» To configure the display of elements in the main application window:

1. Inthe application window menu, select View — Configure.

2. Inthe Configure view window that opens, configure the display of main window elements

using check boxes.

3. Click OK.
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Application licensing

This section provides information about general concepts related to the application licensing.

In this section:

About the End User LICENSE AQIEEMIENT. .......uuu ittt eaaaas 58
PN o110 | A 1 g LT (oY T 59
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About the End User License Agreement

The End User License Agreement is a binding agreement between you and AO Kaspersky Lab,

stipulating the terms on which you may use the application.

Read through the terms of the License Agreement carefully before you start using

the application.




You can view the terms of the End User License Agreement using the following methods:
e While installing Kaspersky Security Center.

e By reading the document license.txt. This document is included in the application
distribution kit.

You accept the terms of the End User License Agreement by confirming that you agree
with the End User License Agreement when installing the application. If you do not accept
the terms of the End User License Agreement, you should abort the application installation and

renounce the use of the application.

About the license

A license is a time-limited right to use the application, granted under the End User

License Agreement.

A valid license entitles you to use the following services:
e Use of the application in accordance with the terms of the End User License Agreement.
e Technical Support.

The scope of service and the application usage term depend on the type of license under which

the application has been activated.
The following license types are provided:
e Trial —afree license intended for trying out the application.

A trial license usually has a short license term. As soon as the trial license expires, all
Kaspersky Security Center features are disabled. To continue using the application, you

need to purchase the commercial license.
You can activate the application under the trial license only once.

e Commercial — a paid license granted upon purchase of the application.
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When the commercial license term expires, the application continues running with limited
functionality (for example, updates of the Kaspersky Security Center databases
are not available). To continue using Kaspersky Security Center in fully functional mode,

you have to renew your commercial license.

We recommend renewing the license before its expiration to ensure maximum protection against

all security threats.

About the license certificate

A license certificate is a document that you receive along with a key file or an activation code.
A license certificate contains the following information about the license provided:

e Order number.

¢ Information about the user who has been granted the license.

¢ Information about the application that can be activated under the license provided.

e Limit of the number of licensing units (e.g., devices on which the application can be used

under the license provided).
e License term start date.
e License expiration date or license term.

e License type.

About key

Key is a sequence of bits that you can apply to activate and then use the application in accordance

with the terms of the End User License Agreement. Keys are generated by Kaspersky Lab experts.

You can add a key to the application using one of the following methods: by applying a key file or
by entering an activation code. The key is displayed in the application interface as a unique

alphanumeric sequence after you add it to the application.
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The key may be blocked by Kaspersky Lab in case the terms of the License Agreement
have been violated. If the key has been blocked, you need to add another one if you want to use

the application.
A key may be active or additional.

Active key — a key used at the moment to work with the application. A key for the trial or
commercial license can be added as the active key. The application cannot use more than one

active key.

Additional key — a key that verifies the use of the application but is not used at the moment.
The additional key automatically becomes active when the license associated with the current

active key expires. An additional key can be added only if an active key has already been added.

A key for the trial license can be added as the active key only. A key for the trial license cannot

be added as the additional key.

Kaspersky Security Center
licensing options

In Kaspersky Security Center, the license can apply to different groups of functionality.
Basic functionality of Administration Console

The following functions are available:

e Creation of virtual Administration Servers that are used to administer a network of remote

offices or client organizations.

e Creation of a hierarchy of administration groups to manage specific devices as

a single entity.
e Control of the anti-virus security status of an organization.
e Remote installation of applications.
e Viewing the list of operation system images available for remote installation.
e Centralized configuration of applications installed on client devices.
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¢ Viewing and editing existing licensed applications groups.

e Statistics and reports on the application's operation, as well as naotifications about

critical events.
e Encryption and data protection management.

¢ Viewing and manual editing of the list of hardware components detected by polling

the network.

e Centralized operations with files that were moved to Quarantine or Backup and files whose

processing was postponed.

Kaspersky Security Center with support of the basic functionality of Administration Console
is delivered as a part of Kaspersky Lab products for protection of corporate networks. You can also

download it from the Kaspersky Lab website (http://www.kaspersky.com).

Until the application is activated, or after the commercial license expires, Kaspersky Security
Center runs in basic functionality of Administration Console mode (see section "About restrictions

of the basic functionality" on page 64).
Systems Management feature
The following functions are available:
e Remote installation of operating systems.
¢ Remote installation of software updates, scanning and fixing of vulnerabilities.
e Hardware inventory.
e Licensed applications group management.

e Remote permission of connection to client devices through a component of Microsoft®

Windows® named Remote Desktop Connection.
e Remote connection to client devices through Windows Desktop Sharing.
e Management of user roles.

The management unit for Systems Management is a client device in the Managed devices group.
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Detailed information about devices’ hardware is available during the inventory process as part

of Systems Management.

For a proper functioning of Systems Management, at least 100 GB free disk space

must be available.

Mobile Device Management feature

The Mobile Device Management feature is used to manage Exchange ActiveSync and iOS MDM

mobile devices.
The following functions are available for Exchange ActiveSync mobile devices:

e Creation and editing of mobile device management profiles, assignment of profiles

to users' mailboxes.

e Configuration of mobile devices (email synchronization, apps usage, user password, data

encryption, connection of removable drives).
e Installation of certificates on mobile devices.
The following functions are available for iOS MDM devices:

e Creation and editing of configuration profiles, installation of configuration profiles

on mobile devices.
¢ |Installation of applications on mobile devices via App Store® or using manifest files (.plist).

e Locking of mobile devices, resetting of the maobile device password, and deleting of all data

from the mobile device.

In addition, Mobile Devices Management allows executing commands provided

by relevant protocols.

The management unit for Mobile Devices Management is a mobile device. A mobile device

is considered to be managed after it is connected to the Mobile Devices Server.
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About restrictions
of the main functionality

Until the application is activated or after the commercial license expires, Kaspersky Security Center
provides the basic functionality of Administration Console. The limitations imposed
on the application operation are described below.

Mobile Device Management

You cannot create a new profile and assign it to a mobile device (i0S MDM) or to a mailbox
(Exchange ActiveSync). Edition of existing profiles and assignment of profiles to mailboxes
are always available.

Managing applications

You cannot run the update installation task and the update removal task. All tasks that had been
started before the license expired will be completed, but the latest updates will not be installed.

For example, if the critical update installation task had been started before the license expired, only
critical updates found before the license expiration will be installed.

Launch and editing of the synchronization, vulnerability scan, and vulnerabilities database update
tasks are always available. Also, no limitations are imposed on viewing, searching, and sorting
of entries on the list of vulnerabilities and updates.

Remote installation of operating systems and applications

Cannot run tasks of operating system image capturing and installation. Tasks that had been
started before the license expired, will be completed.

Hardware inventory

No information about new devices can be retrieved through the Mobile Device Server.
Information about computers and connected devices is updated at that.

You receive no notifications of changes in the configurations of devices.
The equipment list is available for viewing and editing manually.
Licensed applications group management

You cannot add a new key.

You receive no notifications of violated limitations imposed on the use of keys.
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Remote connection to client devices
Remote connection to client devices is not available.
Anti-virus security

Anti-Virus uses databases that had been installed before the license expired.

About the activation code

An activation code is a unique sequence of 20 alphanumeric characters. You enter an activation
code to add a key that activates Kaspersky Security Center. You receive the activation code
through the email address that you have specified, after purchasing Kaspersky Security Center or
after ordering the trial version of Kaspersky Security Center.

To activate the application with an activation code, you need Internet access to establish
connection with Kaspersky Lab activation servers.

If the application was activated with an activation code, the application in some cases sends
regular requests to Kaspersky Lab activation servers in order to check the current status
of the key. You need provide the application Internet access to make it possible to send requests.

If you lost your activation code after you had activated the application, it can be restored. You may
need your activation code, e.g., to register with Kaspersky CompanyAccount. To restore

the activation code, you must contact the Kaspersky Lab Technical Support Service (see section
"How to obtain technical support” on page 322).

About the key file

Key file is a file with the .key extension provided to you by Kaspersky Lab. A key file is intended
for adding a key that activates the application.

You receive your key file through the email address that you have specified, after purchasing
Kaspersky Security Center or after ordering the trial version of Kaspersky Security Center.

To activate the application using a key file, you do not have to connect to Kaspersky Lab
activation servers.

If the key file has been accidentally deleted, you can restore it. You may need your key file, e.g.,
to register with Kaspersky CompanyAccount.
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To restore your key file, you should perform any of the following actions:

e Contact the Technical Support Service (http://support.kaspersky.com/).

¢ Receive a key file through Kaspersky Lab website (https://activation.kaspersky.com/en/)

by using your available activation code.

About the subscription

Subscription to Kaspersky Security Center is an order request for use of the application

under the selected settings (subscription expiration date, number of protected devices).

You can register your subscription to Kaspersky Security Center with your service provider (e.g.,
your Internet provider). A subscription can be renewed manually or in automatic mode; also, you
can cancel it.

A subscription can be limited (e.g., 1-year) or unlimited (with no expiration date). To continue using
Kaspersky Security Center after a limited subscription expires, you must renew it. An unlimited
subscription is renewed automatically if it has been prepaid to the service provider in due dates.

When a limited subscription expires, you may be provided a grace period for renewal during which
the application keeps functioning. The availability and duration of the grace period is defined
by the service provider.

To use Kaspersky Security Center under subscription, you must apply the activation code received
from the service provider.

You can apply a different activation code for Kaspersky Security Center only after your subscription
expires or when you cancel it.

Depending on the service provider, the set of possible actions for subscription management
may vary. The service provider can provide no grace period for subscription renewal so
the application loses its functionality.

Activation codes purchased under subscription cannot be used for activating earlier versions
of Kaspersky Security Center.

When using the application under subscription, Kaspersky Security Center automatically attempts
to access the activation server in specified time intervals until the subscription expires.
You can renew your subscription on the service provider's website.

Application licensing

66


http://support.kaspersky.com/
https://activation.kaspersky.com/en/

Administration Server Quick
Start Wizard

This section provides information about the Administration Server Quick Start Wizard operation.

Kaspersky Security Center allows adjusting a minimum set of settings required to build

a centralized management system for anti-virus protection. This configuration is performed

by using the Quick Start Wizard. While the Quick Start Wizard is running, the following changes

are made to the application:

The Wizard adds keys or codes that can be automatically distributed to devices within
administration groups.

Configures interaction with Kaspersky Security Network (KSN). KSN allows you to retrieve
information about applications installed on managed devices if such information

can be found in Kaspersky Lab reputation databases. If you have allowed the use of KSN,
the wizard enables the KSN Proxy server service, which ensures connection between KSN
and devices.

It sets up email delivery of notifications informing of events in the operation

of Administration Server and managed applications (successful notification delivery
requires the Messenger service to be running on the Administration Server and all
of the recipient devices).

The Wizard then adjusts the update settings and vulnerability fix settings of applications
installed on devices.

A protection policy for workstations and servers is created at the top level of the hierarchy
of managed devices; virus scan tasks, update tasks, and data backup tasks
are also created.

The Quick Start Wizard creates protection policies only for those applications whose
Managed devices folder does not contain any policies. The Quick Start Wizard creates
no tasks if tasks with the same names have already been created for the top level

in the hierarchy of managed devices.

The application prompts you to run the Quick Start Wizard after Administration Server installation,
at the first connection to it. You can also start the Quick Start Wizard manually using the context
menu of the Administration Server <Device name> node.



Basic concepts

This section explains basic concepts related to Kaspersky Security Center.

In this section:
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Administration Server

Kaspersky Security Center components enable remote management of Kaspersky Lab

applications installed on client devices.

Devices with the Administration Server component installed will be referred to as Administration

Servers (hereinafter also referred to as Servers).



Administration Server is installed on a device as a service with the following set of attributes:
e With the name "Kaspersky Security Center Administration Server".
e Set to automatically start when the operating system starts.

e With the Local System account or the user account selected during the installation
of the Administration Server.

The Administration Server performs the following functions:
e Storage of the administration groups structure.
e Storage of information about the configuration of client devices.
e Organization of repositories for application distribution packages.
¢ Remote installation of applications to client devices and removal of applications.
e Updating of application databases and software modules of Kaspersky Lab applications.
¢ Management of policies and tasks on client devices.
e Storage of information about events that have occurred on client devices.
e Generation of reports on the operation of Kaspersky Lab applications.
e Deployment of keys to client devices, and storage of information about keys.

e Forwarding of notifications about the progress of tasks (such as detection of viruses

on a client device).

Administration Servers hierarchy

Administration Servers can be arranged in a master/slave hierarchy. Each Administration Server
can have several slave Administration Servers (referred to as slave Servers) on different nesting
levels of the hierarchy. The nesting level for slave Servers is unrestricted. The administration
groups of the master Administration Server will then include the client devices of all slave

Administration Servers. Thus, isolated and independent sections of computer networks
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can be controlled by different Administration Servers which are in turn managed

by the master Server.

Virtual Administration Servers (see section "Virtual Administration Server" on page 70)

are a particular case of slave Administration Servers.
The hierarchy of Administration Servers can be used to do the following:

e Decrease the load on Administration Server (compared to a single installed Administration

Server in an entire network).

e Decrease intranet traffic and simplify work with remote offices. It is unnecessary to establish
connections between the master Administration Server and all network devices, which may
be located, for example, in different regions. It is sufficient to install a slave Administration
Server in each network segment, distribute devices among administration groups of slave
Servers, and establish connections between the slave Servers and master Server over fast

communication channels.

e Distribute responsibilities among the anti-virus security administrators. All capabilities
for centralized management and monitoring of anti-virus security status in corporate

networks remain available.

e How service providers use Kaspersky Security Center. The service provider only needs
installed Kaspersky Security Center and Kaspersky Security Center 10 Web Console.
To manage a large number of client devices of various organizations, a service provider

can add virtual Administration Servers to the Administration Servers hierarchy.

Each device included in the hierarchy of administration groups can be connected to one
Administration Server only. You must independently monitor the connection of devices
to Administration Servers. Use the feature for device search in administration groups

of different Servers based on network attributes.

Virtual Administration Server

Virtual Administration Server (also referred to as virtual Server) is a component of Kaspersky

Security Center intended for managing anti-virus protection of the network of a client organization.
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Virtual Administration Server is a particular case of a slave Administration Server and

has the following restrictions as compared with physical Administration Server:
e Virtual Administration Server can be created only on master Administration Server.

e Virtual Administration Server uses the master Administration Server database. Thus,
the following tasks are not supported on virtual Server: backup copying, restoration,
updates verification and updates downloading. These tasks exist only on master

Administration Server.

e Virtual Server does not support creation of slave Administration Servers (including virtual

Servers).
Besides, virtual Administration Server has the following restrictions:
e Inthe virtual Administration Server properties window the number of sections is restricted.

e Toremotely install Kaspersky Lab applications on client devices managed by the virtual
Administration Server, you must make sure that the Network Agent is installed on one
of the client devices in order to ensure communication with the virtual
Administration Server. Upon first connection to the virtual Administration Server, the device
is automatically assigned as update agent, thus functioning as a gateway for connection
between the client devices and the virtual Administration Server.

e A virtual Server can poll the network only through update agents.

e To restart a malfunctioning virtual Server, Kaspersky Security Center restarts the master

Administration Server and all virtual Administration Servers.

The administrator of a virtual Administration Server has all privileges on this particular

virtual Server.

Mobile device server

A mobile device server is a component of Kaspersky Security Center that provides access
to mobile devices and allows managing them through Administration Console. The Mobile device

server retrieves information about mobile devices and stores their profiles.

Basic concepts

71



There are two types of mobile device servers:

e Microsoft Exchange Mobile Devices Server. It is installed to a device where a Microsoft
Exchange server has been installed, allowing retrieval of data from the Microsoft Exchange
server and passing them to Administration Server. This mobile device server is used

for management of mobile devices that support Exchange ActiveSync protocol.

e I0OS MDM Server. This maobile devices server is used for management of mobile devices
that support the Apple Push Noatification service (APNS).

Mobile devices servers of Kaspersky Security Center allow managing the following objects:
e An individual mobile device.
e Several mobile devices.

e Several mobile devices connected to a cluster of servers, simultaneously. After connecting
to a cluster of servers, the mobile devices server installed on this cluster is displayed

in Administration Console as a single server.

Web server

Kaspersky Security Center Web Server (hereinafter also referred to as Web Server)
is a component of Kaspersky Security Center that is installed together with Administration Server.
Web Server is designed for transfer of stand-alone installation packages, iOS MDM profiles, and

files from a shared folder over the network.

When you create a stand-alone installation package, it is automatically published on Web Server.
A link for downloading the stand-alone package is displayed in the list of stand-alone
installation packages. If necessary, you can cancel publication of the stand-alone package or

publish it on Web Server again.

When you create an iOS MDM profile for a user's mobile device, it is also automatically published
on Web Server. When the profile is published, it is automatically removed from Web Server after it
is successfully installed to the user's mobile device (for more details on how to create and install

an iOS MDM profile, please refer to the Kaspersky Security Center Implementation Guide).
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The shared folder is designed as a storage area for information that is available to all users whose
devices are managed through the Administration Server. If a user has no direct access

to the shared folder, he or she can be given information from that folder by means of Web Server.

To provide users with information from a shared folder by means of Web Server, the administrator

must create a subfolder named "public” in the shared folder and paste the relevant information.
The syntax of the information transfer link is as follows:
https://<Web Server name>:<HTTPS port>/public/<object>
where:
e <Web Server name> isthe name of the Kaspersky Security Center Web Server.

e <HTTPS port>isan HTTPS port of Web Server that has been defined
by the administrator. The HTTPS port can be set in the Web Server section

of the properties window of Administration Server. The default port number is 8061.
e <object> isthe subfolder or file to which the user will receive access.
The administrator can send the new link to the user in any convenient way, such as by email.

By using this link, the user can download the required information to a local device.

Network Agent Administration group

Interaction between the Administration Server and devices is performed by a component
of Kaspersky Security Center named Network Agent. Network Agent must be installed on all

devices on which Kaspersky Security Center is used to manage Kaspersky Lab applications.
Network Agent is installed to a device as a service with the following set of attributes:

¢ With the name "Kaspersky Security Center Network Agent"

e Set to automatically start when the operating system starts.

e Using the Local system account.
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A device, server, or workstation installed with Network Agent and managed Kaspersky Lab
applications will be referred to as the Administration Server client (also referred to as client device

or just device).

The multitude of devices in a corporate network can be subdivided into groups arranged
in a hierarchical structure. Such groups are called administration groups. The hierarchy

of administration groups is displayed in the console tree, in the Administration Server node.

An administration group (hereinafter also referred to as group) is a set of client devices combined
on the basis of a certain trait for the purpose of managing the grouped devices as a single unit.

All client devices within a group are configured to.
¢ Use the same application settings (which are defined in group policies).

e Use a common operation mode for all applications through creation of group tasks
with a specified collection of settings. For example, creating and installing a common
installation package, updating the application databases and modules, scanning the device

on demand, and enabling the real-time protection.

A client device can be included only in one administration group.

You can create hierarchies for Servers and groups with any degree of nesting. A single hierarchy

level can include slave and virtual Administration Servers, groups, and client devices.

Administrator's workstation

Devices on which the Administration Console component is installed are referred to as
administrator's workstations. Administrators can use those devices for centralized remote

management of Kaspersky Lab applications installed on client devices.

After Administration Console is installed to the device, its icon appears

in the Start — Applications — Kaspersky Security Center menu.

There are no restrictions on the number of administrator's workstations. From any administrator's
workstation you can manage administration groups of several Administration Servers
on the network at once. You can connect an administrator's workstation to an Administration

Server (physical or virtual one) of any level of hierarchy.
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You can include an administrator's workstation in an administration group as a client device.

Within the administration groups of any Administration Server, the same device can function as

an Administration Server client, an Administration Server, or an administrator's workstation.

Application management plug-in

Management of Kaspersky Lab applications via the Administration Console is performed using
a special component named the application management plug-in. It is included in all Kaspersky

Lab applications that can be managed by using Kaspersky Security Center.

The application management plug-in is installed on the administrator's workstation.
Using the application management plug-in, you can perform the following actions
in the Administration Console:

e Creating and editing application policies and settings, as well as the settings

of application tasks.

e Obtaining information about application tasks, application events, as well as application
operation statistics received from client devices.

Policies, application settings, and tasks

A named action performed by a Kaspersky Lab application is called a task. Tasks are organized

by types according to their function.

Each task is associated with a set of settings that are used during performance of the task. The set
of application settings that are common to all types of application tasks form
the application settings. Application settings that are specific to each task type form

the corresponding task settings.

A detailed description of task types for each Kaspersky Lab application can be found

in the respective application guides.

Application settings defined for an individual client device through the local interface or remotely

through Administration Console are referred to as local application settings.
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The applications installed on client devices are configured centrally by defining policies.

A policy is a collection of application settings that are defined for an administration group.

The policy does not define all application settings.

Several policies with different values can be defined for a single application. However, there

can be only one active policy for an application at a time.

An application can run in different ways for different groups of settings. Each group can have its

own policy for an application.
The application settings are defined by the policy settings and the task settings.

Nested groups and slave Administration Servers inherit the tasks from groups that belong to higher
hierarchy levels. A task defined for a group is performed not only on client devices included in that
group, but also on client devices included in its nested groups and belonging to slave Servers

on all lower levels in the hierarchy.

Each setting represented in a policy has a "lock" attribute: [& The "lock" shows whether it

is allowed to modify in the policies of lower hierarchy levels (for nested groups and slave
Administration Servers), in task settings, and in local application settings. If a setting is "locked"
in the policy, its value cannot be redefined (see section "How local application settings relate

to policies" on page 78).

If you clear the Inherit settings from parent policy check box in the Settings inheritance section
of the General section in the properties window of an inherited policy, the "lock" is lifted
for that policy.

You can activate a disabled policy based on occurrence of a certain event. This means that you

can, for example, enforce stricter anti-virus protection settings during virus outbreaks.
You can also create an out-of-office policy.

Tasks for objects that are managed by a single Administration Server are created and configured

in a centralized way. The following types of tasks can be defined:

e Group task is a task that defines settings for an application installed on devices within

an administration group.

e Local task is a task for an individual device.
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e Task for specific devices is a task for a user-defined set of devices included or not included

in administration groups.
e Administration Server task is a task defined directly for an Administration Server.

A group task can be defined for a group even if the corresponding Kaspersky Lab application
is not installed on all client devices of that group. In that case, the group task is performed only

on the devices on which the application is installed.

Tasks created for a client device locally are only performed for this device. When a client
device is synchronized with the Administration Server, local tasks are added to the list of tasks

created for that client device.

Because application settings are defined by policies, task settings can redefine the settings that
are not locked by the policy. Task settings also can redefine the settings that can be configured
only for a specific instance of a task. For example, the drive name and masks of files

to be scanned are configurable settings for the drive scan task.

A task can be run automatically (according to a schedule) or manually. Task results are saved
locally and on the Administration Server. The administrator can receive notifications about

particular performed tasks and view detailed reports.

Information about policies, application settings, and task settings for specific devices, as well as
information about group tasks is saved on the Administration Server and distributed to client
devices during synchronization. During synchronization, the Administration Server stores
information about the local changes allowed by the policy that have been performed

on client devices. Additionally, the list of applications running on the client device, their status, and

the existing tasks are updated.

Basic concepts

7



How local application settings relate
to policies

You can use policies to set identical values of the application settings for all devices in a group.

The values of settings specified by a policy can be redefined for individual devices in a group
by using local application settings. You can set only the values of settings that the policy allows

to be modified, that is, the "unlocked" settings.

The value of a setting that the application uses on a client device (see the figure below) is defined

by the "lock" position for that setting in the policy:

o |f setting modification is "locked", the same value (defined in the policy) is used on all

client devices.

¢ If setting madification is "unlocked”, the application uses a local value on each client device
instead of the value specified in the policy. The setting can then be changed in the local

application settings.

Policy

,""”'f“!"f"i“f \

Local application
settings

Figure 7. Policy and local application settings

This means that, when a task is run on a client device, the application applies settings that
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have been defined in two different ways:

e By task settings and local application settings, if the setting is not locked against changes

in the policy.
e By the group policy, if the setting is locked against changes.

Local application settings are changed after the policy is first applied in accordance

with the policy settings.

Update agent

Update agent is a device with Network Agent installed, which is used for update distribution,
remote installation of applications, and retrieval of information about networked devices. An update

agent can perform the following functions:

¢ Manage updates and installation packages received from the Administration Server
by distributing them to client devices within the group (including such a method as
multicasting via UDP). Updates can be retrieved either from the Administration Server or
from Kaspersky Lab update servers. In the latter case, an update task must be created
for the device that acts as update agent (see section "Automatic installation of Kaspersky

Endpoint Security updates on devices" on page 208).

Update agents accelerate update distribution and allow you to free up Administration

Server resources.
¢ Distribute policies and group tasks through multicasting via UDP.

e Act as a gateway for connection to the Administration Server for devices

in an administration group (see section "Using an update agent as gateway" on page 356).

If no direct connection between managed devices within the group and the Administration
Server can be established, you can use the update agent as connection gateway
to the Administration Server for this group. In this case, managed devices connect

to the connection gateway, which, in turn, connects to the Administration Server.

Presence of an update agent that functions as connection gateway does not block

the option of direct connection between managed devices and the Administration Server.

Basic concepts

79



If the connection gateway is not available, but direct connection with the Administration
Server is technically possible, managed devices are connected to the Administration

Server directly.

e Poll the network to detect new devices and update information about existing ones.

An update agent can apply the same network polling methods as the Administration Server.

e Perform remote installation of third-party software and Kaspersky Lab applications through

Microsoft Windows tools, including installation on client devices without Network Agent.

This feature allows you to remotely transfer Network Agent installation packages to client

devices located in networks to which the Administration Server has no direct access.

Files are transmitted from the Administration Server to an update agent over HTTP or, if SSL
connection is enabled, over HTTPS. Using HTTP or HTTPS results in a higher performance, as

compared with SOAP, through cutting traffic.

Devices with Network Agent installed can be assigned to act as update agents either manually,
by the administrator, or automatically, by the Administration Server (see section "Assigning devices
to act as update agents" on page 298). You can view the full list of update agents for specified

administration groups by creating a report on the list of update agents.

The scope of an update agent is the administration group to which it has been assigned
by the administrator, as well as its subgroups of all levels of embedding. If multiple update agents
have been assigned in the hierarchy of administration groups, Network Agent on the managed

device connects to the hierarchically closest update agent.

An NLA subnet can also be the scope of update agents. The NLA subnet is then used for manual

creation of a set of devices to which the update agent will distribute updates.

If update agents are assigned automatically by the Administration Server, it assigns them

by broadcast domains, not by administration groups. This occurs when all broadcast domains
are known. Network Agent exchanges messages with other Network Agents in the same subnet
and then sends Administration Server information about itself and other Network Agents.
Administration Server can use that information to group Network Agents by broadcast domains.
Broadcast domains are known to Administration Server after more than 70% Network Agents

in administration groups are polled. Administration Server polls broadcast domains

every two hours.
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After update agents are assigned by broadcast domains, it cannot be re-assigned

by administration groups.

Network Agents with the active connection profile do not participate in broadcast

domain detection.

When two or more update agents are assigned to a single network area or to a single
administration group, one of them becomes the active update agent, the rest of them become
standby update agents. The active update agent downloads updates and installation packages
directly from the Administration Server, while standby update agents retrieve updates from

the active update agent only. In this case, files are once downloaded from the Administration
Server after which they are distributed among update agents. If the active update agent becomes
unavailable for any reason, one of the standby update agents becomes active. The Administration

Server automatically assigns an update agent to act as standby.

The update agent status (Active/Standby) is displayed as a check box in the kinagchk report
(see section "Checking the connection between a client device and the Administration

Server manually. Utility tool kinagchk™ on page 139).

An update agent requires at least 4 GB of free disk space for operation. If the free disk space
of the update agent is lower than 2 GB, Kaspersky Security Center creates an incident
with the Warning importance level. The incident will be published in the device properties,

in the Incidents section.

If any remote installation tasks are pending on the Administration Server, the device
with the update agent will also require an amount of free disk space, which is equal to the total size
of the installation packages to be installed.

If one or multiple instances of the task for update (patch) installation and vulnerability fix
are pending on the Administration Server, the device with the update agent will also require
an extra amount of free disk space, which is equal to twice the total size of all patches

to be installed.
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Managing Administration Servers

This section provides information about how to handle Administration Servers and how

to configure them.

In this section:

Connecting to an Administration Server and switching between Administration Servers........... 82
Access rights to Administration Server and itS ODJECTS .........oeviviiiii i 85
Conditions of connection to an Administration Server viathe Internet...........ccoocovvviiiiiiininenns. 86
Secure connection to AAMINISTIAION SEIVET ......uu.iniiiii e 87
Disconnecting from an AdminiStration SEIVES ...........cciuuiiiiiii e e 89
Adding an Administration Server to the CONSOIE tree.........c.uviiiiiiiiii e 89
Removing an Administration Server from the CONSOIE trEE ..........coviiiiiiiiii e 90
Changing an Administration Server service account. Utility tool kisrvswch.........................eill. 90
Viewing and modifying the settings of an Administration Server ...........cccccoovevviiiieeeeiineeeeennnnn. 91

Connecting to an Administration Server
and switching between
Administration Servers

After Kaspersky Security Center is started, it attempts to connect to an Administration Server.
If several Administration Servers are available on the network, the application requests the server

to which it was connected during the previous session of Kaspersky Security Center.



When the application is started for the first time after installation, it attempts to connect
to the Administration Server that was specified during installation of Kaspersky

Security Center.

After a connection to an Administration Server is established, the folders tree of that Server

is displayed in the console tree.

If several Administration Servers have been added to the console tree, you can switch

between them.

» To switch to another Administration Server:

1. Inthe console tree, select the node with the name of the required Administration Server.

2. Inthe context menu of the node, select Connect to Administration Server.

3. Inthe Connection settings window that opens, in the Server address field specify
the name of the Administration Server to which you want to connect. You can specify an IP
address or the name of a device on a Windows network as the name of the Administration
Server. You can click the Advanced button in the bottom part of the window to configure

the connection to the Administration Server (see the figure below).
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To connect to the Administration Server via a port that differs from the default one, enter

a value in the Server address field in <Administration Server name>:<Port> format.

Users who have no rights to read will be denied access to Administration Server.

KASPERYKYS

Server address:
IIocthost

|V Use S5L connection

T WIN2008\Administrator]

Password:

[~ Remember credentials

IV Use data compression

™ Use proxy server

Address: I

User name: I

Password: I

| oK I Cancel | Advanced <<

Figure 8. Connecting to Administration Server
4. Click OK to complete the switch between Servers.

After the Administration Server is connected, the folders tree of the corresponding node

in the console tree is updated.
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Access rights to Administration Server
and its objects

The KLAdmins and KLOperators groups are created automatically during Kaspersky Security
Center installation. These groups are granted rights to connect to the Administration Server and

to work with Administration Server objects.

Depending on which account is used for installation of Kaspersky Security Center, the KLAdmins

and KLOperators groups are created as follows:

e If the application is installed under a user account included in a domain, the groups
are created on the Administration Server and in the domain that includes
the Administration Server.

¢ |f the application is installed under a system account, the groups are created

on the Administration Server only.

You can view the KLAdmins and KLOperators groups and modify the access privileges
of the users that belong to the KLAdmins and KLOperators groups by using the standard

administrative tools of the operating system.

The KLAdmins group is granted all access rights; the KLOperators group is granted only Read

and Execution rights. The rights granted to the KLAdmins group are locked.

Users that belong to the KLAdmins group are called Kaspersky Security Center administrators,

while users from the KLOperators group are called Kaspersky Security Center operators.

In addition to users included in the KLAdmins group, administrator rights for Kaspersky Security
Center are also provided to the local administrators of devices on which Administration Server

is installed.

You can exclude local administrators from the list of users who have Kaspersky Security

Center administrator rights.

All operations started by the administrators of Kaspersky Security Center are performed using

the rights of the Administration Server account.

An individual KLAdmins group can be created for each Administration Server from the network;
the group will have the necessary rights for that Administration Server only.

Managing Administration Servers

85



If devices belonging to the same domain are included in the administration groups of different
Administration Servers, the domain administrator is the Kaspersky Security Center administrator
for all the groups. The KLAdmins group is the same for those administration groups; it is created
during installation of the first Administration Server. All operations initiated by a Kaspersky Security
Center administrator are performed using the account rights of the Administration Server for which

these operations have been started.
After the application is installed, an administrator of Kaspersky Security Center can:
e Modify the rights granted to the KLOperators groups.

e Grant rights to access the functionality of Kaspersky Security Center to other user groups

and individual users who are registered on the administrator's workstation.
e Assign access rights within each administration group.

The Kaspersky Security Center administrator can assign access rights to each administration
group or to other objects of Administration Server in the Security section in the properties window

of the selected object.

You can track user activity by using the records of events in the Administration Server operation.
Event records are displayed in the Administration Server node on the Events tab. These events
have the importance level Info and the event types begin with "Audit".

Conditions of connection
to an Administration Server
via the Internet

If an Administration Server is remotely located outside of a corporate network, client devices
can connect to it via the Internet. For devices to connect to an Administration Server

over the Internet, the following conditions must be met:

o The remote Administration Server must have an external IP address and the incoming ports

13000 and 14000 must remain open.

o Network Agents must be installed on the devices.
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e When installing Network Agent on devices, you must specify the external IP address
of the remote Administration Server. If an installation package is used for installation,
specify the external IP address manually in the properties of the installation package,

in the Settings section.

e To use the remote Administration Server to manage applications and tasks for a device,
in the properties window of the device in the General section, select the Do
not disconnect from the Administration Server check box. After the check box
is selected, wait until the Server is synchronized with the remote device. The number
of client devices maintaining a continuous connection with an Administration Server cannot
exceed 100.

To speed up the performance of tasks initiated by a remote Administration Server, you can open
port 15000 on a device. In this case, to run a task, the Administration Server sends a special
packet to Network Agent over port 15000 without waiting until completion of synchronization
with the device.

Secure connection
to Administration Server

Data exchange between client devices and Administration Server, as well as the Administration
Console connection to Administration Server, can be performed using the Secure Sockets Layer
(SSL) protocol. The SSL protocol can identify the interacting parties, encrypt the data that

is transferred, and protect data against modification during transfer. The SSL protocol uses public

keys to authenticate the interacting parties and encrypt data.

In this section:

Authenticating the Server when a device iS CONNECLEd............cuuveviiiiiiiii e 88
Administration Server authentication during Administration Console connection ...................... 88
AdMINIStration SEIVEr CEITITICALE ... ...iin it e e e e e ens 88
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Authenticating the Server when a device
IS connected

When a client device connects to Administration Server for the first time, Network Agent
on the device downloads a copy of the Administration Server certificate and stores it locally.

If you install Network Agent to a device locally, you can select the Administration Server

certificate manually.

The downloaded copy of the certificate is used to verify Administration Server rights and
permissions during subsequent connections.

During future sessions, Network Agent requests the Administration Server certificate at each
connection of the device to Administration Server and compares it with the local copy. If the copies
do not match, the device is not allowed access to Administration Server.

Administration Server authentication during
Administration Console connection

At the first connection to Administration Server, Administration Console requests the Administration
Server certificate and saves it locally on the administrator's workstation. After that, each time when
Administration Console tries to connect to this Administration Server, the Administration Server

is identified based on the certificate copy.

If the Administration Server certificate does not match the copy stored on the administrator's
workstation, the Administration Console offers to confirm connection to the Administration Server
with the specified name and download a new certificate. After the connection is established,
Administration Console saves a copy of the new Administration Server certificate, which

will be used to identify the Administration Server in the future.

Administration Server certificate

Administration Server authentication during connection by Administration Console and data
exchange with devices is performed based on the Administration Server certificate. The certificate
is also used for authentication when a connection is being established between master and slave

Administration Servers.
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The Administration Server certificate is created automatically during installation
of the Administration Server component and is stored in the ALLUSERSPROFILE%\Application
Data\KasperskyLab\adminkit\1093\cert folder.

The Administration Server certificate is created only once, during Administration Server installation.
If the Administration Server certificate is lost, you need to reinstall the Administration Server
component and perform data recovery in order to restore the certificate (see section "Backup
copying and restoration of Administration Server data" on page 343).

Disconnecting from
an Administration Server

» To disconnect from an Administration Server:

1. Inthe console tree select the node corresponding to the Administration Server that
should be disconnected.

2. From the context menu of the node select Disconnect from Administration Server.

Adding an Administration Server
to the console tree

» To add an Administration Server to the console tree:
1. Inthe main window of Kaspersky Security Center select the Kaspersky Security Center
node from the console tree.

2. From the context menu of the node select Create — Administration Server.

As a result, a node named Administration Server - <Device name> (Not connected)
will be created in the console tree from which you will be able to connect

to any of the Administration Servers installed on the network.
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Removing an Administration Server
from the console tree

» Toremove an Administration Server from the console tree:

1. Inthe console tree select the node corresponding to the Administration Server that you

want to remove.

2. From the context menu of the node select Remove.

Changing an Administration Server
service account. Utility tool klsrvswch

If you need to change the Administration Server service account set when installing Kaspersky
Security Center, you can use a utility named klsrvswch and designed for changing
the Administration Server account.

When installing Kaspersky Security Center, the utility is automatically copied in the application
installation folder.

Number of launches of the utility is virtually unlimited.
» To change an Administration Server service account:
1. Launch the kisrvswch utility from the installation folder of Kaspersky Security Center.

This action also launches the wizard for modification of Administration Server
service account. Follow the instructions of the Wizard.

2. Inthe Administration Server service account window select any of the two options
for setting an account:

e Local System Account. The Administration Server service will start under the Local
System Account and using its credentials.

Correct operation of Kaspersky Security Center requires that the account used
to start the Administration Server service had the rights of administrator
of the resource where the Administration Server database is hosted.

e User account. The Administration Server service is started under the account of a user
within the domain. In this case the Administration Server is to initiate all operations
by using the rights of that account.
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To select the user whose account will be used to start the Administration
Server service:

1. Click the Find now button and select a user in the Select: User window that opens.
Close the Select: User window and click Next.

2. Inthe Account password window set a password for the selected user account,
if necessary.

After the wizard completes its operations, the Administration Server account is changed.

When using an SQL server in a mode that presupposes authenticating user accounts

with Microsoft Windows tools, access to the database should be granted. The user account
must have the status of owner of the Kaspersky Anti-Virus database. The dbo schema is used
by default.

Viewing and modifying the settings
of an Administration Server

You can adjust the settings of an Administration Server in the properties window of this Server.

» To open the Properties: Administration Server window,

Select Properties from the context menu of the Administration Server node in the console tree.

In this section:

Adjusting the general settings of ADMINISLration SEeIVEr...........cccoivuiiiiiiiiiieeeieiii e 92
Event processing and storage on the Administration Server............cccoveviiiiiiiiicii e 92
CONrol Of VIFUS OULDIEAKS .. .. ettt et e e e et e e e et e e e ee e enns 93
LIMITING TraffiC oeve i e 94
ConfiguriNng WED SEIVEL ... e 94
WOrking With INTEINAI USEIS.......cuuiiii et e e e e e et e e et e e e aaeaee 94
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Adjusting the general settings
of Administration Server

You can adjust the general settings of Administration Server in the General, Settings, Events

Storage, and Security of the properties window of Administration Server.

The Security section may not be displayed in the Administration Server properties window if

the display has been disabled in the Administration Console interface.
» To enable the display of the Security section in Administration Console:
1. Inthe View menu of the main application window, select Configure interface.

2. Inthe Configure interface window that opens, select the Display security settings

sections check box and click OK.
3. Inthe window with the application message, click OK.

The Security section will be displayed in the Administration Server properties window.

Event processing and storage
on the Administration Server

Information about events in the operation of the application and managed devices is saved

in the Administration Server database. Each event is attributed to a certain type and level

of severity (Critical event, Functional failure, Warning, or Info). Depending on the conditions
under which an event occurred, the application can assign different levels of severity to events

of the same type.
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You can view types and levels of severity assigned to events in the Event notification section
of the Administration Server properties window. In the Event notification section, you can also

configure processing of every event by the Administration Server:

e Registration of events on the Administration Server and in event logs of the operating

system on a device and on the Administration Server.

e Method used for notifying the administrator of an event (for example, an SMS or an email

message).

In the Events storage section of the Administration Server properties window, you can configure
event storage in the Administration Server database by limiting the number of event records or

the record storage time. The default capacity of the Administration Server database

is 400,000 events. The maximum recommended capacity of the database is 15,000,000 events.

If the number of events in the database reaches the maximum value specified by the administrator,

the application deletes the oldest events and rewrites them with new ones.

Control of virus outbreaks

Kaspersky Security Center allows you to quickly respond to emerging threats of virus outbreaks.
Risks of virus outbreaks are assessed by monitoring virus activity on devices.

You can configure assessment rules for threats of virus outbreaks and actions to take in case
one emerges; to do this, use the Virus outbreak section of the properties window
of Administration Server.

You can specify the notification procedure for the Virus outbreak event in the Event notification
section of the Administration Server properties window (see section "Processing and storing
events on the Administration Server" on page 92), in the Virus outbreak event properties window.

The Virus outbreak event is generated upon detection of Malicious object detected events
in the operation of security applications. So, you should save information about all Malicious object
detected events on Administration Server in order to recognize virus outbreaks.

You can specify the settings for saving information about any Malicious object detected event
in the policies of the security applications.
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When counting Malicious object detected events, only information from the devices

of the master Administration Server is taken into account. The information from slave
Administration Servers is not taken into account. For each slave Server the Virus outbreak
event is configured individually.

Limiting traffic

To reduce traffic volumes within a network, the application provides the option to limit the speed

of data transfer to an Administration Server from specified IP ranges and IP subnets.

You can create and configure traffic limiting rules in the Traffic section of the Administration Server

properties window.

Configuring Web Server

Web Server is designed for publishing stand-alone installation packages, iOS MDM profiles, and

files from a shared folder.

You can define the settings for Web Server connection to the Administration Server and set
the Web Server certificate in the Web Server section of the Administration Server

properties window.

Working with internal users

The accounts of internal users are used to work with virtual Administration Servers.
Under the account of an internal user, the administrator of a virtual Administration Server can start
Kaspersky Security Center 10 Web Console to check the anti-virus security status of the network.

Kaspersky Security Center grants the rights of real users to internal users of the application.

The accounts of internal users are created and used only within Kaspersky Security Center.
No data on internal users is transferred to the operating system. Kaspersky Security Center

authenticates internal users.

You can configure accounts of internal users in the User accounts folder of the console tree (see

section "Handling user accounts" on page 155).
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Managing administration groups

This section provides information about how to handle administration groups.

You can perform the following actions on administration groups:
e add any number of nested groups of any level of hierarchy to administration groups;
e add devices to administration groups;

e change the hierarchy of administration groups by moving individual devices and entire

groups to other groups;
e remove nested groups and devices from administration groups;
e add slave and virtual Administration Servers to administration groups;

e move devices from the administration groups of an Administration Server to those

of another Server;

o define which Kaspersky Lab applications will be automatically installed on devices included

in a group.

In this section:

Creating adminiStration GrOUPS ......uieue et eeiie e e e e e e e e e et e e e e e e e e e e e e et e e e et e eeanaaas 96
MOVING AdMINISLIALION GrOUDS ... eeeeiiieetiiii e e e e e e ettt e e e e et eee et e e e e e e e eeabba e e e e e e e eeeneena s 98
Deleting adminiStration GrOUPS ......ccciuieruuiii e eeeeeeeeeti e e e ettt e e e e e e e et e e e e e e e e eenenan s 99
Automatic creation of a structure of administration GrouPS .............uuuuiiiiieriiiiiiiiiiee e 100

Automatic installation of applications to devices in an administration group ..............ccceeeevvees 102



Creating administration groups

The hierarchy of administration groups is created in the main application window of Kaspersky
Security Center in the Managed devices folder. Administration groups are displayed as folders
in the console tree (see the figure below).

Immediately after installation of Kaspersky Security Center, the Managed devices folder contains
only an empty Administration Servers folder.

The user interface settings determine whether the Administration Servers folder appears
in the console tree. To display this folder, open View — Configure interface and,

in the Configure interface window that opens, select the Display slave Administration
Servers check box.

When creating a hierarchy of administration groups, you can add devices and virtual machines
to the Managed devices folder, and add nested groups. You can add slave Administration Servers
to the Administration Servers folder.
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Identically to the Managed devices folder, each created group initially only contains an empty
Administration Servers folder intended to handle slave Administration Servers of this group.
Information about policies, tasks of this group, and computers included is displayed

on the corresponding tabs in the workspace of this group.

VFa Kaspersk‘;.f Se-:urltw;.-' Center 10

= 0 Managed dewces
Administration Servers
I;I Group_1
I;I Group_2
I;I klksk-group-0
o' Device selections
L1 Unassigned devices
= Policies
Tasks
= pE Advanced
1 Iser accounts
[ application managernent
B Remate installation
E Daka encryption and prokection
[] maobile Device Management
Q) Metwork poll
E Repositories

Figure 9. Viewing administration groups hierarchy

» To create an administration group:

1. Inthe console tree, open the Managed devices folder.

2. If you want to create a subgroup in an existing administration group, in the Managed
devices folder select a nested folder corresponding to the group, which should comprise
the new administration group.

If you create a new top-level administration group, you can skip this step.
3. Start the administration group creation process in one of the following ways:
e By using the Create - Group command from the context menu.

e By clicking the New group button located in the workspace of the main application
window, on the Groups tab.

4. Inthe Group name window that opens, enter a name for the group and click
the OK button.
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As a result, a new administration group folder with the specified name appears
in the console tree.

The application allows creating a hierarchy of administration groups based on the structure
of Active Directory or the domain network's structure. Also, you can create a structure of groups
from atext file.

» To create a structure of administration groups:
1. Inthe console tree, select the Managed devices folder.

2. Inthe context menu of the Managed devices folder, select All Tasks — Create

groups structure.

As a result, the New Administration Group Structure Wizard launches. Follow the instructions
of the Wizard.

Moving administration groups

You can move nested administration groups within the groups hierarchy.

An administration group is moved together with all nested groups, slave Administration Servers,
devices, group policies and tasks. The system will apply to the group all the settings that

correspond to its new position in the hierarchy of administration groups.

The name of the group should be unique within one level of the hierarchy. If a group with the same
name already exists in the folder into which you move the administration group, you should change
the name of the latter. If you have not changed the name of the group being moved, an index

in (<serial number>) format is automatically added to its name when it is moved, for example: (1), (2).

You cannot rename the Managed devices group because it is a built-in element
of Administration Console.
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» To move a group to another folder of the console tree:
1. Select a group to move from the console tree.
2. Do one of the following:
e Move the group using the context menu:
1. Select Cut from the context menu of the group.

2. Select Paste from the context menu of the administration group to which you need

to move the selected group.
¢ Move the group using the main application menu:
a. Inthe main menu, select Action — Cut.

b. Select the administration group to which you need to move the selected

group, from the console tree.
c. Inthe main menu, select Action — Paste.

¢ Move the group to another one in the console tree using the mouse.

Deleting administration groups

You can delete an administration group if it contains no slave Administration Servers, nested

groups, or client devices, and if no group tasks or policies have been created for it.

Before deleting an administration group, you must delete all slave Administration Servers, nested

groups, and client devices from that group.

» To delete a group:

1. Select an administration group in the console tree.
2. Do one of the following:
e Select Remove from the context menu of the group.
¢ Inthe main application menu, select Action - Remove.

e Press the DEL key.
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Automatic creation of a structure
of administration groups

Kaspersky Security Center allows you to create a structure of administration groups using
the Groups hierarchy creation wizard.

The Wizard creates a structure of administration groups based on the following data:
e structures of Windows domains and workgroups;
e structures of Active Directory groups;
e contents of a text file created by the administrator manually.

When generating the text file, the following requirements should be met:

e The name of each new group must begin with a new line; and the delimiter must begin

with a line break. Blank lines are ignored.

Example:

Office 1
Office 2
Office 3

Three groups of the first hierarchy level will be created in the target group.

e The name of the nested group must be entered with a slash mark (/).

Example:

Office 1/Division 1/Department 1/Group 1

Four subgroups nested into each other will be created in the target group.
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e To create several nested groups of the same hierarchy level, you must specify the "full path

to the group”.

Example:

Office 1/Division 1/Department 1
Office 1/Division 2/Department 1
Office 1/Division 3/Department 1
Office 1/Division 4/Department 1

One group of the first hierarchy level Office 1 will be created in the destination group; this group
will include four nested groups of the same hierarchy level: "Division 1", "Division 2", "Division 3",

and "Division 4". Each of these groups will include the "Department 1" group.

If you use a Wizard to create the administration groups structure, the network integrity
is preserved: new groups do not replace the existing ones. A client device cannot be included
in an administration group a second time because the device is removed from the Unassigned

devices group when it is moved to the administration group.

If, when creating the administration group structure, a device was not included
in the Unassigned devices group for some reason (it was shut down or disconnected from
the network), it will not be automatically moved to the administration group. You can add

devices to administration groups manually after the Wizard finishes.

» To launch the automatic creation of a structure of administration groups:

1. Select the Managed devices folder in the console tree.

2. Inthe context menu of the Managed devices folder, select All Tasks — Create

groups structure.

As a result, the New Administration Group Structure Wizard launches. Follow the instructions
of the Wizard.
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Automatic installation of applications
to devices in an administration group

You can specify which installation packages must be used for automatic remote installation

of Kaspersky Lab applications to client devices that have recently been added to a group.

» To configure automatic installation of applications to new devices

in an administration group:
1. Inthe console tree, select the required administration group.
2. Open the properties window of this administration group.

3. Inthe Automatic installation section, select the installation packages to be installed
to new computers by selecting the check boxes next to the names of the installation

packages of the required applications. Click OK.

As a result, group tasks will be created that will be run on the client devices immediately

after they are added to the administration group.

If some installation packages of one application were selected for automatic installation,

the installation task will be created for the most recent application version only.
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Managing applications remotely

This section contains information about how to perform remote management of Kaspersky Lab
applications installed on devices by using policies, policy profiles, tasks, and local settings
of applications.

In this section:
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Managing policies

The applications installed on client devices are centrally configured by defining policies.

Policies created for applications in an administration group are displayed in the workspace,
on the Policies tab. The name of each policy is preceded by an icon that indicates its status (see
section "Statuses of devices, tasks, and policies” on page 368).

After a policy is deleted or revoked, the application continues working with the settings specified
in the policy. Those settings subsequently can be modified manually.

A policy is applied as follows: if a device is running resident tasks (real-time protection tasks), they
keep running with the new values of the settings. Any periodic tasks (on-demand scan, update

of application databases) started keep running with the values unchanged. Next time they are run
with the new values of the settings.

If Administration Servers are structured hierarchically, slave Administration Servers receive policies
from the master Administration Server and distribute them to client devices. When inheritance
is enabled, policy settings can be modified on the master Administration Server. After that,



any changes made to the policy settings are propagated to inherited policies on slave
Administration Servers.

If the connection is terminated between the master and slave Administration Servers, the policy
on the slave Server continues, using the applied settings. Policy settings modified on the master
Administration Server are distributed to a slave Administration Server after the connection

is re-established.

If inheritance is disabled, policy settings can be modified on a slave Administration Server
independently from the master Administration Server.

If the connection between Administration Server and a client device is interrupted, the client device
starts running under the out-of-office policy (if it is defined), or the policy keeps running
under the applied settings until the connection is re-established.

The results of policy distribution to the slave Administration Server are displayed in the policy
properties window of the console on the master Administration Server.

The results of policy distribution to client devices are displayed in the policy properties window
of the Administration Server to which they are connected.

In this section:

CreatiNG @ PONICY ...ttt ettt 105
Displaying inherited poliCy iN @ SUDGIOUP........cciiiiiieeiiii et 106
ACHVALING @ POLICY ..ttt ettt e ettt e e e e e e eeaa 106
Activating a policy automatically at the Virus outbreak event...............ccocoiiiiiiiiiiii i, 107
Applying an out-0f-0ffiCe POLICY .....cveeee e 107
Modifying a policy. Rolling back Changes ..............cooooiiiii e 107
(D11 ] o = W o Lo o3 PPN 108
(0] 0) YT o =1 o Lo L Tox Y AN 108
EXPOIING @ POICY . ..eiiiiii e e e e e e e e an 109
IMPOITING @ PONCY ..ttt ettt et e e e e et e e e eenanes 109
CONVEITING POIICIES ...ttt ettt ettt e et et et e e et et r e et et e e e e naa e 110

Managing applications remotely

104



Creating a policy

In Administration Console, you can create policies directly in the folder of the administration group

for which a policy is to be created, or in the workspace of the Policies folder.

P To create a policy in the folder of an administration group:

1. Inthe console tree, select an administration group for which you want to create a policy.
2. Inthe workspace of the group, open the Policies tab.

3. Run the New Policy Wizard by clicking the Create a policy button.

This starts the New Policy Wizard. Follow the instructions of the Wizard.

» To create a policy in the workspace of the Policies folder:

1. Inthe console tree, select the Policies folder.
2. Run the New Policy Wizard by clicking the Create a policy button.

This starts the New Policy Wizard. Follow the instructions of the Wizard.

You can create several policies for one application from the group, but only one policy
can be active at a time. When you create a new active policy, the previous active policy

becomes inactive.

When creating a policy, you can specify a minimum set of parameters required for the application
to function properly. All other values are set to the default values applied during the local

installation of the application. You can change the policy after it is created.

Settings of Kaspersky Lab applications changed after policies are applied are described in details

in their respective Guides.

After the policy is created, the settings blocked from editing (lock & s set) take effect on client

devices regardless of which settings had been previously specified for the application.
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Displaying inherited policy in a subgroup

» To enable the display of inherited policies for a nested administration group:

1. Inthe console tree select the administration group for which inherited policies
should be displayed.

2. Inthe workspace for the selected group select the Policies tab.
3. From the context menu of the list of policies select View — Inherited Policies.

As a result, inherited policies are displayed on the list of policies with this icon:

Ya

° — if they were inherited from a group created on the master Administration Server.

° — if they were inherited from a top-level group

When the settings inheritance mode is enabled, inherited policies are only available
for modification in the group in which they have been created. Modification of inherited policies

is not available in the group, which inherits them.

Activating a policy
» To make a policy active for the selected group:

1. Inthe workspace of the group, on the Policies tab select the policy that you need
to make active.

2. To activate the policy, perform one of the following actions:
e From the context menu of the policy select Active policy.

¢ Inthe policy properties window open the General section and select Active policy from

the Policy status settings group.

The policy becomes active for the selected administration group.

When a policy is applied to a large number of client devices, both the load
on the Administration Server and the network traffic amount increase significantly

for some time.
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Activating a policy automatically
at the Virus outbreak event

» To make a policy perform the automatic activation at the Virus outbreak event:

1. Inthe Administration Server properties window open the Virus outbreak section.

2. Open the Policy activation window by clicking the Configure policies to activate
on "Virus outbreak" event link and add the policy to the selected list of policies activated
upon detection of a virus outbreak.

If a policy has been activated on the Virus outbreak event, the manual mode is the only

way that you can use to return to the previous policy.

Applying an out-of-office policy
An out-of-office policy takes effect on a device if it is disconnected from the corporate network.

» To apply a selected out-of-office policy:

In the properties window of the policy, open the General section and select Out-of-office

policy from the Policy status settings group.

The policy will be applied to the devices if they are disconnected from the corporate network.

Modifying a policy. Rolling back changes
» To edit a policy:

1. Inthe console tree, select the Policies folder.

2. Inthe workspace of the Policies folder, select a policy and proceed to the policy properties
window using the context menu.

3. Make the relevant changes.
4. Click Apply.

The changes made to the policy will be saved in the policy properties, in the Revision

history section.
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You can roll back changes made to the policy, if necessary.

» To roll back changes made to the policy:

1. Inthe console tree, select the Policies folder.

2. Select the policy in which changes need to be rolled back, and proceed to the policy

properties window using the context menu.
3. Inthe policy properties window, select the Revision history section.

4. In the list of policy revisions, select the number of the revision to which you need to roll
back changes.

5. Click the Advanced button and select the Roll back value in the drop-down list.

Deleting a policy

» To delete a policy:

1. Inthe workspace of an administration group, on the Policies tab, select the policy that you

need to delete.
2. Delete the policy using one of the following methods:
e By selecting Remove from the context menu of the policy.

e By clicking the Delete policy link located in the workspace, in the section intended

for handling the selected policy.

Copying a policy
» To copy a policy:

1. Inthe workspace of the required group, on the Policies tab select a policy.

2. From the context menu of the policy select Copy.

3. Inthe console tree, select a group to which you want to add the policy.
You can add a policy to the group, from which it was copied.

4. From the context menu of the list of policies for the selected group, on the Policies tab

select Paste.
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As a result, the policy is copied with all its settings and applied to the devices within the group
into which it was copied. If you paste the policy to the same group from which it has been
copied, the (<sequence number>) index is automatically added to the name of the policy:

for example, (1), (2).

An active policy becomes inactive while it is copied. If necessary, you can make it active.

Exporting a policy
» To export a policy:
1. Export a policy in one of the following ways:

e Inthe context menu of the policy, select All Tasks — Export.

e By clicking the Export policy to file link located in the workspace, in the section

intended for handling the selected policy.

2. Inthe Save as window that opens, specify the name of the policy file and the path
to save it. Click the Save button.

Importing a policy
» To import a policy:

1. Inthe workspace of the required group, on the Policies tab select one of the following
methods of importing policies:

o By selecting All Tasks — Import from the context menu of the list of policies.
e Click the Import policy from file link in the management block for policy list.

2. Inthe window that opens, specify the path to the file from which you want to import a policy.
Click the Open button.

The policy is then displayed in the list of policies.

If a policy with the name coinciding with that of the imported policy is already included
on the list of policies, the name of the imported policy will be expanded with the with a suffix
(<next number>), for example: (1), (2).
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Converting policies

Kaspersky Security Center can convert policies from earlier versions of Kaspersky Lab applications

into those from up-to-date versions of the same applications.
Conversion is available for policies of the following applications:
o Kaspersky Anti-Virus 6.0 for Windows Workstations MP4.
e Kaspersky Endpoint Security 8 for Windows.
o Kaspersky Endpoint Security 10 for Windows.
» To convert policies:
1. From the console tree select Administration Server for which you want to convert policies.

2. Inthe Administration Server context menu, select All Tasks — Policies and Tasks Batch

Conversion Wizard.
The Policies and Tasks Batch Conversion Wizard. Follow the instructions of the Wizard.

After the wizard finishes its operation, new policies are created, which use the settings of policies

from earlier versions of Kaspersky Lab applications.

Managing policy profiles

This section contains information about policy profiles that are used for effective management
of groups of client devices. The advantages of policy profiles are described, as well as ways
of applying them. This section also provides instructions on how to create, configure and delete

policy profiles.

About the policy profile

A policy profile is a named set of variable settings of a policy that is activated on a client device
(computer or mobile device) when specific conditions are met. Activation of a profile modifies
the policy settings that were active on the device before the profile was activated. Those settings

take values that have been specified in the profile.
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Profiles are only supported by the following policies:

e Policies of Kaspersky Endpoint Security 10 Service Pack 1 for Windows or later

e Policies of Kaspersky Endpoint Security 10 Service Pack 1 for Mac

e Poalicies of the plug-in of Kaspersky Mobile Device Management 10 Service Pack 1 or later
Advantages of policy profiles

Policy profiles simplify the management of client devices through policies:
e Profiles contain only settings that differ from the basic policy.

e You do not have to maintain and manually apply several instances of a single policy that
differ only by a few settings.

e You do not have to allocate an individual out-of-office policy.

¢ New policy profiles are easy to create because export and import of profiles are supported,

as well as creation (by copying) of new profiles based on existing ones.
e Several policy profiles can be active on a single client device simultaneously.

e Hierarchy of policies is supported.
Profile activation rules. Priorities of profiles

A policy profile is activated on a client device when an activation rule is triggered. An activation rule

can contain the following conditions:

o Network Agent on a client device connects to the Administration Server that has a specified
set of connection settings, such as Administration Server address, port number, and

so forth.
e The client device is offline.
e The client device has been assigned specified tags.

e The client device is located in a specific unit of Microsoft Active Directory® and the device,
or its owner, is located in a security group of Active Directory.

e The client device belongs to a specified owner, or the owner of the device is included

in an internal security group of Kaspersky Security Center.
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Profiles that have been created for a policy are sorted in descending order of priority. If the X
profile precedes the Y profile in the list of profiles, this means that X has a higher priority than Y.
The profile priorities are necessary because several profiles can be active simultaneously

on a client device.
Policies in the hierarchy of administration groups

Although policies influence each other in accordance with the hierarchy of administration groups,
profiles with identical names merge. Profiles of a “higher” policy have a higher priority.

For example, in administration group A, policy P(A) has profiles X1, X2, and X3 (in descending
order of priority). In administration group B, which is a subgroup of group A, policy P(B) has been
created with profiles X2, X4, X5. Then policy P(B) will be modified with policy P(A) so that the list
of profiles in policy P(B) will appear as follows: X1, X2, X3, X4, X5 (in descending order of priority).
The priority of profile X2 will depend on the initial state of X2 of policy P(B) and X2 of policy P(A).

The active policy is the sum of the master policy and all active profiles of that policy, that is, profiles
for which the activation rules are triggered. The active policy is recalculated when you run Network

Agent, enable and disable offline mode, or edit the list of tags assigned to the client device.
Properties and restrictions of policy profiles
Profiles have the following properties:

e Profiles of an inactive policy have no impact on client devices.

e If apolicy is active in offline mode, profiles of that policy will also be applied in offline

mode only.
e Profiles do not support static analysis of access to executable files.
e A policy cannot contain notification settings.

e |f UDP port 15000 is used for connecting a device to Administration Server, you
must activate the corresponding policy profile within one minute when assigning a tag

to the device.

e You can use rules of connection between Network Agent and Administration Server when

creating profile activation rules.
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Creating a policy profile

Creating a policy profile is only available for policies of Kaspersky Endpoint Security 10

Service Pack 1 for Windows.

» To create a policy profile for an administration group:

1.

In the console tree, select the administration group for which you want to create

a policy profile.
In the workspace of the group, open the Policies tab.
Select a policy and switch to the policy properties window using the context menu.
Open the Policy profile section in the policy properties window and click the Add button.
In the Properties: New profile window, configure the policy profile:
¢ Inthe General section, specify the name of the profile.
The profile name cannot include more than 100 characters.
e Enable or disable the profile using the Enable profile check box.
If this check box is cleared, the profile is not used for managing the device.
In the Activation rules section, create activation rules for the profile.
e Click the Add button.
o Define the policy profile activation rules in the Property: New rule.
e Click OK.
Edit the policy settings in the corresponding sections.

After the profile is configured and activation rules are created, save the changes by clicking
the OK button.

As a result, the profile will be saved. The profile will be activated on the device when

the activation rules are triggered.
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Profiles that have been created for a policy are displayed in the policy properties, in the Policy

profiles section. You can modify a policy profile and change the profile priority (see section

"Editing a policy profile” on page 114), as well as remove the profile (see section "Removing

a policy profile" on page 115).

Several policy profiles can be activated simultaneously when the activation rules trigger.

Modifying a policy profile

Editing the settings of a policy profile

Editing a policy profile is only available for policies of Kaspersky Endpoint Security 10 Service
Pack 1 for Windows.

» To modify a policy profile:

1.

In the console tree, select the administration group for which the policy profile
should be modified.

In the workspace of the group, open the Policies tab.
Select a policy and switch to the policy properties window using the context menu.
Open the Policy profile section in the policy properties.

This section contains a list of profiles that have been created for the paolicy.
Profiles are displayed on the list in accordance with their priorities.

Select a policy profile and click the Properties button.
Configure the profile in the properties window:

e If necessary, in the General section, change the profile name and enable or disable
the profile using the Enable profile check box.

¢ Inthe Activation rules section, edit the profile activation rules.
o Edit the policy settings in the corresponding sections.

Click OK.
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The modified settings will take effect either after the device is synchronized with the Administration
Server (if the policy profile is active), or after an activation rule is triggered (if the policy profile

is inactive).
Changing the priority of a policy profile

The priorities of policy profiles define the activation order of profiles on a client device.

Priorities are used if identical activation rules are set for different policy profiles.

For example, two policy profiles have been created: Profile 1 and Profile 2, which differ
by the respective values of a single setting (Value 1 and Value 2). The priority of Profile 1 is higher
than that of Profile 2. Moreover, there are also profiles with priorities that are lower than that

of Profile 2. The activation rules for th