kcnopT ¢aitna oTKpbITOro karoua ¢ nomoubio Kpunro Mpo.

[ns 3Toro Heo6xo0AMMO Npogenatb cieayrolime AeCTBUS:

e Bbibpatb meHto Myck / MaHenb ynpasneHus / Kpunto Mpo CSP. Mepelitn Ha Bkiaaky CepBUC 1 HaxaTb Ha KHOMKY

Mpocmotpertb cepTudUKaThl B KOHTENHepe (CM. puc. 1).

ANropUTMBbl BesonacHoCTb Winlogon HacTpoiiki TLS
OBbwme ObopynoBaHne Cepemc NononHUTENEHD

KOHTERHED 3aKPEITOMD KHYa
3TH MECTEPE NO3B0NAOT NPOTECTMPOBETE, CKOMMPOBATE MM
YOANUTE KOHTENHED 38KPEITOMD KKYE C HOCUTENA,

MpoTecTwpoBaTh... CrkonupoBaTk. .. ¥aanuTe. ..

CepTUPMKETEI B KOHTEMHEDE 33KPLITOrD KNKKYa

3TOT MACTEP NO3BONAET NPOCMOTPETh CEPTHMDMKATHI, HEX0AALMECH
B KOHTEHEPE 33KPLITOrD KNKYa, M YCTAHOBMTE MX B XpaHUMMWLeE
CEPTHUOMKETOB,

MpOCMOTPETE CEPTUMDMKATRI B KOHTEAHEDE. .. I

TNMW4HBIE CEpTHDMKET

3TOT MECTED NO3BONAET CBAZETE CEPTHRMKAT 13 daina c
KOHTEAHEDOM 3EKPBITOMD KMKYE, YCTAHOBWME 3TOT CEpTHHMKAT B
HPEHUMMLLE,

YCTEHOBMTE MMYHEIA CEPTHAMKET. ..

Maponi 3aKpeIThIX KikYer

3TH MECTEPA NOZBONAOT MEMEHMTE naponk (MMH-Koae!) saKpeiTeIx
| KNMHOWEA MK YAENMTE SEN0MHEHHEIE PEHEE MEponA.

| W3meHnTe napons. .. ¥0anuTe 3a8NoMHEHHEIE MaponK...

| OK OTMeHa MpUMEHUTE

Puc. 1. OkHo «Csolicmea Kpunmollpo CSP».



e B OTKpbIBLUEMCS OKHe HaXaTb Ha KHomnky O630p, UTobbl BbIOpaTh KOHTEVHEP AN NpocMoTpa. Mocse Bbibopa

KOHTeWHepa HaxaTb Ha KHomnKy OK (cMm. puc. 2 1 puc. 3).

B Ceprudukatol B KOHTEAHEPE 3aKPLITOrO KNHOYa

KoHTellHep 3aKpLITOrO KNHYa
BEEAWTE MMM YKEHWTE KOHTEAHED 3aKPEITOrD KNoYa ANA NpocMoTpa ﬁg

CEPTHPMKETOE B STOM KOHTEMHEDE

MMA KNoYeBoro KOHTEHHERS!

| [ Ofzop... |
BEEAEHHOE MMA SA0EET KNKYEBON KOHTEMHER! | Mo cepTUdMKETY... |
@ Monb3oBaTenA
KomnetoTepa

BuibepiTe CSP ANA NOMOKE KIIOHESLIX KOHTEHHEPOS: :
| Crypto-Pro GOST R 34. 10-2012 Cryptographic Service Provider w

Puc. 2. OkHo 8blbopa koHmeliHepa 015 hpocMompa

2 Ceprudnkatel B KoHTEMHEpE 33KPBITOMD KNOYE x

LS Kpuntollpo CSP rg
Bei
ey 0:09:44

Bribop KNKOYEEOro KOHTERHEDE
B cNMCKe NoKasLIEaTE!

(®) Ipy#ecTeeHHLIE MMEHa () YHMKANEHLIE MMEHE

CNWCoK KNioYEeEBEIX KJDHTEﬁHEpOB NonNe30BaTENA.

MmMa ko ~ X
CuMTeIEaTEND WmMAa KoHTenHepa .
1630p... |
Aktiv Rutoken lite O Tectos TecT TecToBuy o -
BeeneHHt ﬂd:u&a‘ry'. o
@ Me
]
£ >
BribepuTe

|arve | Ommesa

< Hasan Hanee = | OTmeHa

Puc. 3. OkHo gbibopa koHMeliHepa 01 npocMompa

e B cnegyrollem OkHe KIMKHYTb MO KHomMke Aanee.



Ecnu nocne Haxamusa Ha kHonky fanee nosensemcs coobujeHue B koHmeliHepe 3aKpbimozo K/o4a
omcymcmeyem omkpeimell K04 wugdpoeaHus, To ans nonydeHns daina oTKpbITOro Katova cegyet
06paTUTLCA B CNYXOY TEXHUUECKONW NMOAAEPXKKW, YAOCTOBEPSIOLLErO LLIEHTPa BblAABLUErO 3/1IEKTPOHHYI MOAMUCH.

e B okHe Ceptudukar gns npocmoTpa HeobXxoANMO HaxaTb KHOMKy CBoMcTBa (CM. puc. 4).

ﬂ; CepTudinkaTel B KOHTEHHEPE 3aKPBITOMO KAHOYa

5

=

CeprwdmKkar ona npocMoTpa
MpocMoTpKUTE K BeibepuTe cepTudmkaT

CepTuduKaT: Tectoe Tect TecToBu4
CybbexT: CHANC=06712373455, OMrPH=1021500002701, MHH=001503001308, E-
MoCTaBLLWK: STREET =HaxuMoBCKWi npocnexT 4. 32, OMPH=1027700177130, MHH=0(

OefcTEMTENEH C: 11 mapTa 2015r. 12:15:00

OelcTBUTENEH MO: 11mapTa 2016 r, 12:16:00

CEpHiiHEI HOMED: 6831 EF43 0003 0000 0A28

YCTaHoBMTh ]l CEONCTEE.. . I

-

OBzop...

’ < Hasag ][ loToBo ] [ Otmena

Puc. 4. OkHo npocmompa cepmugpukama

e B oTkpbiBlWeMcs daline ceptudmkata cesyert nepentv Ha Bknagky CocraB 1 HaxkaTb kHonky Konunposatb B daiin (cm.

pvc. 5).
[IL‘_CemequxaT | 52 |
CocTaB | MyTe cepTudukalim
MokasaTs: [<Ece> -
Mone 3HaqeHWe Fa
ElBepa-m V3

BCEDMﬁHbIﬁ HoMep
ANropyTHM NoanKcu

WzpaTens
D,ﬂ,eﬁchMTenEH c

OefcTerTensH no
Sl v

EIAHFDDMTM HIWMPOESHHA M.

6b 31 ef 490003 00 00 0a 28
rOCT P 34.11/34,10-2001
MOCT P 34.11-94

KARTOTEKA, YaocTosepamowWw,. . .

11mapTta 2015r. 12:15:00
11mapta 2016 . 12:16:00

Tertnr Tert Teartnmag TerT

CeolicTEa. ..

nDJJ,DDEHEE 0 COCTaBe CEETM@MKETE

KonMpoBaTk & dakin. .. ]I

Puc. 5. Bknadka «Cocmas».



B OTKPbIBLLEMCA OKHE Macrep 3KcnopTta CepTVI(I)VIKaTOB HaXaTb Ha KHOMKY ,Cl,a.nee. 3aTeM OTMeTUTb MYHKT Her,

He 3KCMoPTUPOBaTb 3aKPbITbIN KU 1 BbibpaTh flanee (cM. puc. 6).

IHCNOPTHPOBAHWE JAKPEITOND KAMKUA
Bel MOIKETE SKCNOPTUPOBATE 3aKPLITLIA KDY BMECTE C CEPTUDMKATOM,

3EKPEITEIE KMKOHW 3aLLMILEHEI Naponed. YTobbl SKCNOPTMPOBATE 3aKPLITHIA KNKY
BMECTE C CEPTHBMKaTOM, YKEHHTE Naponk.
Bil XOTMUTE 3KCMOPTHPOBETE 3aKPBITHIA KDY BMECTE C CepTHdMKEToM?

[la, 3KNopTMPOBATE 3EKPEITHINA KoY

(®) HeT, He 3KCNOPTUPOBATE SaKPBITHI KOy

MpHMedaHe, He YASETCA HAMTH COOTEETCTEYIOWMIA 3aKPLITEIA KoY. MomHo
3KCMOPTUPOBATE TONEKO CEPTUDMKAT,

Puc. 6. [Napamempebl 3kcnOpma 3akpeimozo K/ua.

B okHe ®opmart akcnopTupyemoro daiina soibpats ®aiinbl X.509 (.CER) B kognposke DER 1 HaxaTb

Ha kHonky fanee (cm. puc. 7).

DOPMAT IKCNOPTHRYEMOrD thaltna
CepTUdHKETE MOryT BbiTh SKCNOPTUPOBAHE! B PASAWYHEIX DOPMaTEX.

BrifepiTe $OpPHMaT, KOTOPLIA Bbl XOTWUTE MCMONL30BaTh!
(®) aiine X.509 {,CER) & koamposke DER
(C) alinel X.509 (. CER) B koAWpoBke Base-64
(C)CTamnapT Cryptographic Message Syntax - cepTudikaTl PKCS #7 (,p7h)
BRMO4MTE MO BOSMOMHOCTH BCE CEPTMOMKATEI B NYTh CEPTHRMKALIN

®aiin obMeHa 4o MHbopMaLwmei - PKCS #12 (.PFX)

BiNiaumTh Mo BOZMOKHOCTH BCE CEPTUQMKETEI B My T CEPTHOMKALIN
YOaNWTE SaKPhITIA KIKOY NOCNE YOIEWHOro SKONopTa
SKNOPTMPOBETE BCE PACUMPEHHEIE CBONCTEa

BniaumTh KoHDMAEHLMANEHOCTE CEPTUgMKETE

XPaHUNULLE CEPMANME0BaHHEIX cepTudmkaTos (L 55T)

| lanee || Otmena

Puc. 7. ®opmam skcnopmupyemozo ¢halina.



o B cnegyrouleMm okHe HeO6XOAVIMO KNIMKHYTb NO KHOMKe 0630p, yKasaTb MA 1 KaTtanor AN COXpaHeHUs ¢aiz'ma. 3atem

HaxkaTb Ha kHonky CoxpaHuTb (cm. puc. 8, puc. 9).

Wma skcnoprupyemoro daina
VHEHMTE 1MMA halfina, KoTopLIA Bbl XOTUTE SKCMOPTUPOBaTE

WrMa dalina:

Hanee —D'meua

Puc. 8. CoxpaHeHue ¢atina.

-~ v » 370T komnbtoTep > PaBouwii CTOn 3 oTKpEITHIRA KAty v~ O Mowck: oTkpeITeIA Koy »
¥nopaaounte ¥ Cozaate nanky == - o
~
an Mmn fata nsmeHeHuA Tun Pazmep

HeT 3nemMeHToB, yA0BNETEOPAMILLIMY YCNOBNAM NOMCKE,

-
=
£
i
E
.
L
=Y
Wma daiina: | oTkpeiTeii Koy v
Tun daiina: | Jeonuneie daine X.508 (*.cer) 8 kognpoeke DER ~
~ Crpeims nanim CoxpaHnTe | | OTmMeHa

Puc. 9. CoxpaHeHue ¢atina.

B cnepytolem okHe HaxaTb Ha kHorky flanee, 3aTem MNoToBo. [JoXAaTbcsA COOOLLEHNA 06 YCNeLHOM 3KCnopTe. 3akpbiTb BCe
okHa nporpammbl Kpunto lMpo.



