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Security Vulnerabilities

University address offers trusted domain and 
high-volume internet access – attractive to 
spammers.
Properly maintained and configured 
WordPress installations are very secure – i.e. 
WordPress.com .
“Create” efforts from faculty, students and 
other users can complicate the security 
footprint.
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General Considerations
Maintain regular server/software updates

Apache, PHP, MySQL, MyPHPAdmin
Implement best security practices for core software

Apache: i.e. No directory browsing (wp-content/plugins)
PHP:  i.e. No error messages

Have Monitoring tools in place
Regularly check web sites

Implement service level agreement
Do users expect content to stay up forever?  What is the 
lifecycle? When archive it to an html site (http://www.httrack.com/)?

Minimize security footprint
Only keep content that is actively being used
Only allow access that is specifically required
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WordPress Security Principles

Avoid default settings
Reset table names
Rename default admin account

Implement security standards
Restrict database user account
Force https for user log-in

Restrict public access
Restrict wp-admin access by IP
Deny *.php files in wp-content, wp-config.php

Remove unneeded files
Readme.html, license.txt, etc., inactive plug-ins/themes

4

Randall Rode - 2009 - rodeworks.com



Installing WordPress

At least 2 options
Do it yourself – create the database, create a 
database user account, upload the WP files, 
configure wp-config.php, run the installer
Run an installer script – i.e. Fantastico, 
Dreamhost – Most common with commercial web 
host accounts

Security through plug-ins
Blogsecurity.net, wpsecurity.net
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Step 1 – create directory

775 should 
be sufficient  
folder setting 
for most 
server 
configuration
s

644 for files
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Step 2 -- set up data user account
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Step 3 – create database, access
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WordPress Install

Download latest WordPress from 
wordpress.org/download
Rename wp-config-sample.php to wp-
config.php
Configure wp-config.php

Enter database name, db user name, db user 
password in appropriate lines
Customize table name, key settings, add forced 
SSL
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Wp-config.php notes

Comment out for 
initial install –
then add back

/* */
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Upload WordPress

First remove unneeded files:
Readme.html, license.txt, wp-
content/plugins/hello.php, etc.

Upload to web server
Run http://siteaddress/wp-admin/install.php
After install complete uncomment secure FTP 
line in wp-config.php
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htaccess

Special server file used to control server 
behaviors
Will create our own special ones for the main 
directory, /wp-content and /wp-admin
I prefer to manually edit this and not allow 
WordPress to access them.
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Htaccess for /wp-admin

Limit access to a range of, or specific IP 
addresses
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Htaccess for wp-content, wp-
includes

Restrict access to certain file types
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Htaccess for main directory

Set friendly URLs
Restrict access to
wp-config.php
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Customize file uploads

Principle – change defaults!

Add .htaccess restriction
to limit executable file types
as you did with wp-content.
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Hide WordPress version tag

Header includes WordPress version number –
can be exploited by hackers – the more they 
have to guess the better!
Add command to functions.php for selected 
theme:
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User accounts

Create admin-only accounts and editor 
accounts for every day use.
Get more granular control over user 
permissions through a plug-in such as Role 
Manager (http://www.im-web-gefunden.de/wordpress-plugins/role-manager/)
Not listed in WordPress plug-in repository 
(http://wordpress.org/support/topic/200087) and not listed as working with 2.7, but 
seems to be OK.

Always limit users to fewest permissions – it is 
always easy to add, not always easy to 
remember to delete
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Comments

Comment spam is a huge problem
Use Akismet, SpamBam (BlogSecurity) 
plugins
Consider limiting comments

Turn comments off by default
Comments only by logged in users – no user self-
registration
Require all comments to be held for moderation
Require user name/email address/ registration
Employ a Captcha device (plug-in)

19

Randall Rode - 2009 - rodeworks.com



Plug-ins to consider

BlogSecurity.net
WPIDS – Detect Intrusions
http://blogsecurity.net/wordpress/wpids-wordpress-intruder-detection-system/

WordPress Online Security Scanner
http://blogsecurity.net/wordpress/news-140707/

SpamBam
http://blogsecurity.net/wordpress/spambam-comment-anti-spam-plugin/

Maximum Security
http://wpsecurity.net/
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Keep WordPress/plugins updated
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Keep full WordPress backups

Back up the database
Manual export through tool like PHPmyAdmin
Through WordPress plug-in such as: 
http://www.ilfilosofo.com/blog/wp-db-backup

Export through WordPress admin panel – can 
also be used to transfer – only content, not 
settings

Back up the file structure
Should be part of standard server maintenance
Can export locally via FTP program
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Review themes/plug-ins

Themes include programming (functions.php) and 
can utilize vulnerable code
Look for plug-ins and themes from official 
WordPress repository 
Write/design your own 
(http://codex.wordpress.org/Writing_a_Plugin, 
http://www.devlounge.net/extras/how-to-write-a-wordpress-plugin )

Check security updates – i.e. Secunia Advisories, 
http://secunia.com/advisories/search/?search=WordPress

Read/subscribe to developer blogs
http://lorelle.wordpress.com, http://blogsecurity.net, 
http://wordpress.org/development/
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