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SECURING
WORDPRESS



Security Vulnerabilities

University address offers trusted domain and
high-volume internet access — attractive to
spammers.

Properly maintained and configured
WordPress installations are very secure — I.e.
WordPress.com .

“Create” efforts from faculty, students and
other users can complicate the security
footprint.
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General Considerations

Maintain regular server/software updates
Apache, PHP, MySQL, MyPHPAdmiIn

Implement best security practices for core software
Apache: i.e. No directory browsing (wp-content/plugins)
PHP: i.e. No error messages

Have Monitoring tools in place
Regularly check web sites

Implement service level agreement

Do users expect content to stay up forever? What is the
lifecycle? When archive it to an html site (http://www.httrack.com/)?

Minimize security footprint
Only keep content that is actively being used
Only allow access that is specifically required
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WordPress Security Principles

Avoid default settings
Reset table names
Rename default admin account

Implement security standards
Restrict database user account
Force https for user log-in

Restrict public access

Restrict wp-admin access by IP

Deny *.php files in wp-content, wp-config.php
Remove unneeded files

Readme.html, license.txt, etc., inactive plug-ins/themes
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Installing WordPress

At least 2 options

Do it yourself — create the database, create a
database user account, upload the WP files,
configure wp-config.php, run the installer

Run an installer script — I.e. Fantastico,
Dreamhost — Most common with commercial web
host accounts

Security through plug-ins
Blogsecurity.net, wpsecurity.net
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Step 1 — create directory
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Step 2 -- set up data user account

php iy Ademin & Server: localhost

@@ EDatabases .;SQL #Status [EVariables [H]Charsets gjEngines £ Privileges
“4nProcesses @aExport Gilmport

Database
Jatabases) .. V|
[Go] @ User overview mDatabases J1SQL P Status [E)Variables [I]Charsets
4wProcesses @Export [Elmport
ease select a database AB CDEFGHIJKLMWMNOFPQ

User Host Password Global privileges % Grant ¢ Add anew User

[] root localhost Ko ALL PRIVILEGES Yes & —Login Information
1t Check All/ Uncheck Al User name: | Use text field: v| lwp_123

& Add a new User {o5t | Loca | I—
Password: | Use text field: v
Re-ype [

Generate Password: [ Generate |[ Copy | |

|—Globa| privileges { Check All / Uncheck All )

o My SQL privitege name. e expressed in English

Data rStructure rAdministre

SELECT CREATE [] sranT

INSERT ALTER [] surER

TPDATE INDEX [ ] procE:s

DELETE DROP [] rELOAD

] FiLE CREATE TEMPORARY TABLES [] sHuTDC
[] cREATE VIEW [] sHow ©
— —
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Step 3 — create database, access
S

phpliiAdemin @3 Server: localhost
iaDatabases J2SQL §Status (£Variables [J]Charsets EdEngines Gt2Privileges @.Processes

Database .
‘wp_sample_123(0) ~ @ User overview

[Go]

A°B C D EF G HI 4 KL MNOP QR S T U ¥ W X ¥ Z

Please select a database User Host Password Global privileges & Grant
[ root localhost Ko ALL PRIVILEGES Yes &
[ wp_ 123 locahost Yes SELECT, INSERT, UPDATE, DELETE, CREATE, DRCP, ALTER [o %

1 Check Al Uncheck All

o Addanew Lser

r %% Remove selected users

{ Revoke all active privileges from the users and delete them afterwards. )
[] Drop the databases that have the same names as the users.

Randall Rode - 2009 - rodeworks.com



WordPress Install

Download latest WordPress from
wordpress.org/download

Rename wp-config-sample.php to wp-
config.php
Configure wp-config.php
Enter database name, db user name, db user
password in appropriate lines

Customize table name, key settings, add forced
SSL
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Wp-config.php notes

/*

= wp-config.php - WordPad

Edit Wiew Insert Format Help

File

N Sk o

R

Comment out for

*

FEE I B

*/

/**

*

*f
Sta

£EERR

| /** SPECIAL SETTING - force https in admin directory login */
define('FORCE_SSL_ADMIN‘, true) ; */

Authentication Unique Kevys.

Change these to different unique phrases!
You can generate these using the {@link http://api.wordpress.org/secret-key/1.1/ TWo

@since 2.6.0

define {"AUTH KEY',
define{’ SECURE}_}\.UTH_KEYT B
define {"LOGGED IN KEY',
define{"’ NONCE_I‘(EYT .

ble prefix

* WordPress Database Table prefix.

= T"wp Safi’;
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initial install —
then add back

" EHGHUZA+EALITIA=]rdE{ B538%¥YCsCesaMvnhd : nE/ Igy*-ER IMRdspL+QZ<
TBE {} N6 {3yfcZ,=-, 4TEH$NV(C] }3d, pE- [BbGKgQpR1 N/ LjKA*-z/xE]jv:
"hBcl¥+DgquScKI{ea] L>U: KHVQ> 5PsQEG+HOLdRvO~t+LE . ; BSbyx~De/ 46#
"Col [GXIFSZLEF.) Apc="9M!Ka>Y q#1M|+7RvN- | L<uazMC= (t+asKCxXs/

* You can have multiple installations in one database if wou give each a unique
# prefix. Only numbers, letters, and underscores please!



Upload WordPress

First remove unneeded files:

Readme.html, license.txt, wp-
content/plugins/hello.php, etc.

Upload to web server
Run

After install complete uncomment secure FTP
line in wp-config.php
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http://siteaddress/wp-admin/install.php

htaccess

Special server file used to control server
behaviors

Will create our own special ones for the main
directory, /wp-content and /wp-admin

| prefer to manually edit this and not allow
WordPress to access them.
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Htaccess for /wp-admin
o Limit access to a range of, or specific IP

addresses = (4).htaccess - WordPad
File Edit Wiew Insert Format Help

D= S A

AuthMName "Yale Ipecific”
AuthTvpe Basic

<Limlit GET POST>

order deny,allow

deny from all

allow from 130.13Z2.
allow from 128.36.
</Limit>
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Htaccess for wp-content, wp-

Includes

- Restrict access to certain file types

|8 (5).htaccess - WordPad
File Edit Wiew Insert Format Help

D2l sk -

kFiles ~ ™. (inc|sql|php)s">
order allow,deny
deny from all

</Flleg:>
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Htaccess for main directory

1 Set friend|y UI=JKJ = (6).htaccess - WordPad

File Edit ‘iew Insert Format Help

1 Restrictaccesst0| iz g =2 =
Wp_Conflg_php #ztandard friendly URL script

<IfModule mod rewrite.c>
EewriteEBEngine on

RewriteBase /z exam/

FEewriteCond % EEQUEST FILENAME [
EewriteCond %{REQUEST_FILENRME} I-d
FewriteRule . /z exam/index.php [L]
</ TfModule:>

#protect wp-config from pryving eves

<Files wp-config.php>
order allow,deny
deny from all
</Files>
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Customize file uploads

o Principle — change defaults!

i IDeelibasRd Miscellaneous Settings

5 Posts Uploading Files

Edit

Add Mew Store uploads in this folder wp-content/uploads Defzult is wp-content/uploads
Tags

Categories Full URL path to files Configuring this is optional by d

Add . htaccess reStriCtion Media Organize my uploads into month- and year-based folders
& Links

to limit executable file types, ... () Track ks’ pcate Times

as you did with wp-content, e [ s oo
Appearance
£ Plugins
&8 Users
Th Tocls

Bl Settings

General
wiriting
Reading
Discussion
Media
Privacy
FPermalinks

Miscellaneous
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Hide WordPress version tag

Header includes WordPress version number —
can be exploited by hackers — the more they
have to guess the better!

Add command to functions.php for selected
theme:

1 <7php

EE' fEE

a * @package WordPreszs

* [Asubpackage Default Theme

*

A7 Remowve WMordPress wversion tag *f
remove action('wp head', 'wp generator'];

LT v I I T I
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User accounts

Create admin-only accounts and editor
accounts for every day use.

Get more granular control over user
permissions through a plug-in such as Role
Manager )

Not listed in WordPress plug-in repository
( ) and not listed as working with 2.7, but
seems to be OK.

Always limit users to fewest permissions — it Is
always easy to add, not always easy to
remember to delete

Randall Rode - 2009 - rodeworks.com


http://www.im-web-gefunden.de/wordpress-plugins/role-manager/
http://wordpress.org/support/topic/200087

Comments

Comment spam Is a huge problem

Use Akismet, SpamBam (BlogSecurity)
plugins
Consider limiting comments

Turn comments off by default

Comments only by logged in users — no user self-
registration

Require all comments to be held for moderation
Require user name/email address/ registration
Employ a Captcha device (plug-in)
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Plug-ins to consider

BlogSecurity.net
WPIDS — Detect Intrusions

http://blogsecurity.net/wordpress/wpids-wordpress-intruder-detection-system/

WordPress Online Security Scanner
http://blogsecurity.net/wordpress/news-140707/

SpamBam

Maximum Security
http://wpsecurity.net/
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http://blogsecurity.net/wordpress/spambam-comment-anti-spam-plugin/

Keep WordPress/plugins updated

RodeWorks

Add Mew Post admin | Turb

ﬁ Daghboard

&

3| Posts

Add Mew
Edit

Tags
Categaries

—_—

&= Media

B Links

(%] Pages

@ Cnmmeng

W Appearance

e (2] ‘ E
Installed

Add Mew
Editor

& 1zers

WordPress 2.7 is available! Please update now.

Manage Flugins

Flugins extend and expand the functionality of WordPress. Once a plugin is installed, you may activate it or deactivate

Currently Active Plugins

Actions i Apphy

|:| Plugin Yersion Description
WordPress Related 1.0 Cenerate a related posts list via tags of Deactiv
Posts WaordPress By Denis.

|:| Akismet 2.1.4 Akismet checks your camments against the Akismet web Activ

service to see if they look like spam or not. You need a
WordPress. com APl key to use it You can review the spam
it catches under Tomments.” To show off your Akismet
stats just put <7php akismet counter(); = inyour
ravamlste See glsor WP Stats plugin, By Matt Mullenweg.

There is a hew version of Akismet available. View version 2. 2.3 Details or upgrade automatically.

Bot \ - — wy reg. Activ
Counter
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Keep full WordPress backups

Back up the database
Manual export through tool like PHPmyAdmin
Through WordPress plug-in such as:

Export through WordPress admin panel — can
also be used to transfer — only content, not
settings

Back up the file structure
Should be part of standard server maintenance

Can export locally via FTP program
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http://www.ilfilosofo.com/blog/wp-db-backup

Review themes/plug-ins

Themes include programming unctions.php) aNd
can utilize vulnerable code

Look for plug-ins and themes from official
WordPress repository

Write/design your own

(
)

Check Security UpdateS — i.e. Secunia Advisories,

Read/subscribe to developer blogs
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http://codex.wordpress.org/Writing_a_Plugin
http://www.devlounge.net/extras/how-to-write-a-wordpress-plugin
http://secunia.com/advisories/search/?search=WordPress
http://lorelle.wordpress.com/
http://blogsecurity.net/
http://wordpress.org/development/
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